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ABSTRACT 

Malicious websites are one of the serious threat over the 

internet. Ever since the inception of the internet, there has 

been a rise in malicious content over the web such has 

terrorism, financial fraud, phishing and hacking that targets 

user’s personal information. Till date, the various systems 

have been used for the detection of a malicious website based 

on text and content of the websites. This method has some 

disadvantages and the numbers of victims have therefore 

continued to increase. Here we developed a system which 

helps the user to identify whether the website is malicious or 

not. Our system identifies whether the site is malicious or not 

through URL. The proposed system is fast and more accurate 

compared to current system. The classifier is trained with 

datasets of 1000 malicious sites and 1000 legitimate site 

URLs. Trained classifier is used for detection of malicious 

URLs. 
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1. INTRODUCTION 
Since the growth of the internet environment, there has been a 

rise in malicious content over the internet get user’s 

confidential information or spreading of false information. 

Similarly, the quality and quantity of web attacks have 

increased. There is no doubt that harmful websites can be 

extremely damaging all organizations and access user’s 

information in order to gain access to that business network. 

The number of attacks has increased three to five-fold in less 

than 5 years, resulted loss is billions and the number of the 

malicious websites is raising day by day. The current system 

which is used for detection of malicious websites is not 

effective in detecting the temporary or new malicious 

websites. In this paper, we propose a system which uses an 

automated classifier for the detection of malicious websites 

using URL features. 

2. LITERATURE SURVEY 
In the paper [1], the authors have described URL is used for 

detection of malicious websites. The focus of classification of 

URLs is based on host properties and a bag of words. The 

motivation is to provide inherently better coverage than 

blacklisting based approaches while avoiding the client-side 

over-head and risk of approaches that analyze web content. 

The detection of a malicious website based on only host-based 

properties is not reliable. 

In paper [2], the heuristic based approach is used for the 

detection of phishing websites. The phishing websites are 

identified based on features of the URLs. The features of URL 

are used for the phishing site detection. 

In paper [3], the characteristic of websites is used for 

checking the trustworthiness, the filtering of website 

trustworthiness is based on five major areas as Authority, 

Related resources, Popularity, Age, hits, and   

Recommendation. The website trustworthiness is calculated 

based on these eighteen factors of each URL and it is stored 

thereby increasing the performance in retrieving the 

trustworthy websites. 

In the paper [4] author describes various features of URL are 

extracted and analyzed based on the feature selection methods 

and classification algorithm for phishing websites detection. 

In paper [5] author has proposed an URL based method for 

the identification of phishing websites through URL. The 

proposed system mainly focuses similarities between the 

legitimate website and phishing website. The ranking of 

phishing website is also considered. The system effectiveness 

is limited to detection of phishing websites only. 
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3. SYSTEM ARCHITECTURE 

 

Figure 1.Architecture Diagram [2] 

3.1 Training Phase 
In the training phase, a classifier is generated using URLs of 

malicious sites and legitimate sites collected in advance. The 

collected URLs are transmitted to the feature extractor, which 

extracts feature values through the predefined URL-based 

features. The extracted features are stored as input and passed 

to the classifier generator, which generates a classifier by 

using the input features and the machine learning algorithm. 

3.2 Detection Phase 
In the detection phase, the classifier determines whether a 

requested site is a malicious site. When a page request occurs, 

the URL of the requested site is transmitted to the feature 

extractor, which extracts the feature values through the 

predefined URL-based features. Those feature values are 

inputted to the classifier. The classifier determines whether a 

new site is a malicious site based on learned information. It 

then alerts the page-requesting user about the classification 

result. 

3.3 Feature Extractor 
The feature extractor extracts the features from the URL. The 

proposed system extract following certain features of the URL 

stated below: 

1. Length of URL: The length of URL is calculated and on 

the basis of length it is determined whether the URL can 

be malicious or not. 

2. Top-level domain: The number of top level domain or 

position of top level domain in the URL. 

3. Suspicious character: If there is any suspicious character 

in the URL like”*”. 

4. Protocol: Type of protocol URL has like HTTP or https. 

5. The length of the subdomain: The length of the 

subdomain is calculated and whether it is too long or 

short is determined. 

6. A number of the subdomain: the number of subdomains 

present in the URL. 

 

Figure 2. The structure of URL [10] 

3.4 Classifier 
In the training phase, the classifier is generated by training it 

with datasets of malicious and legitimate website URLs. The 

feature extractor is used to extract the mentioned features of 

the URL. Decision tree algorithm is used for generating a 

classifier. The generated classifier is further used in detection 

phase where the user will enter the URL to check the whether 

the URL is malicious or not. 

4. EXPECTED OUTCOME 
The whole system is divided into two phase. The first part 

consisting of a training phase and the second part is detection 

phase. 

In the training phase, the classifier is generated with the help 

of dataset of the malicious and legitimate website. All the 

described features are extracted from the dataset are URLs 

and are passed to the id3 algorithm we used for making the 

decision tree which generates rules for the classifier and trains 

the classifier. 

In the detection phase URLs is entered by the user. The 

feature extractor will extract the described features and its 

passed on the already trained classifier which is able to 

identify the whether the entered URL is malicious or 

legitimate. 

5. RESULTS 

 

Figure 3: Feature Extractor 
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Figure 4: Loading Dataset 

 

Figure 5: Classifier Result 1 

 

Figure 6: Classifier Result 2 

6. CONCLUSION 
We have developed a system for detection of malicious 

websites through URL which based on an automated 

classifier. The classifier is trained with the dataset of 

legitimate and malicious websites. The trained classifier is for 

the detection of any URL. Further, the accuracy of the system 

increases as the classifier is trained with more data set. 
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