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ABSTRACT 

Big data analytics have been embraced as a novel technology 

that will reshape domains such as business intelligence, cyber 

security and economic development that relies on data 

analytics to gain insights for better decision-making. In recent 

years, the rapid development of Internet, Information 

Systems, and Cloud Computing have led to the explosive 

growth of data in almost every industry and business area. 

Due to the rapid growth of such data, big data analytics 

techniques need to be explored and provided in order to 

process and derive value and knowledge from large datasets. 

Analysis of these data requires a lot of efforts at multiple 

levels of knowledge extraction for effective decision making. 

This paper aims to briefly introduce the concept of big data, 

analyze some of the different analytics methods and tools 

which can be applied to big data, as well as critically evaluate 

the significance of the big data analytics and challenges 

associated with the application of big data analytics in various 

decision domains.  
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1. INTRODUCTION 
Big data has rapidly developed into an alluring subject that 

attracts great attention from academia, industry, and even 

governments around the world in the recent years [1], [2]. 

Using and mining big data has resulted in a new trend of 

predication, productivity growth, management information 

and consumer momentum.  

What is big data? So far, there is no universally accepted 

definition. In Wikipedia, big data is defined as “an all-

encompassing term for any collection of data sets so large and 

complex that it becomes difficult to process using traditional 

data processing applications” [3]. From a macro point of 

view, big data can be seen as a bond that subtly links and 

integrates the physical world, the human society, and 

cyberspace [4]. In this context, big data can primarily be 

classified into three categories. The first is data from the 

physical world, which is typically obtained through sensing 

devices, experiments and observations. The next is data from 

the human society, which is often acquired from sources or 

domains such as social networks, health, finance, and 

transportation and the third is data from the cyberspace which 

delivers through the Internet. 

In the era of big data, large amounts of data affect our work, 

life and study, even national economic development. It 

provides a new way of thinking and approaches to analyze 

and solve problems, which has increasingly emerged as a new 

ground for research. Big data refers to datasets that are not 

only big, but also high in variety and velocity, which makes 

them difficult to handle using traditional tools and techniques 

[5]. These are available in structured, semi-structured, and 

unstructured format in gigabytes and beyond. Due to the rapid 

growth of such data, solutions need to be studied and provided 

in order to handle and extract value and knowledge from these 

datasets. Furthermore, decision makers need to be able to gain 

valuable insights from such varied and rapidly changing data, 

ranging from daily transactions to customer interactions and 

social network data.  

Previous scholars have described big data characteristics 

using 3Vs to 4Vs where the “Volume“ refers to the huge 

amount of data that are being generated everyday whereas 

“Velocity” is the rate of growth and how fast the data are 

gathered for being analysis. The third characteristic “Variety” 

provides information about the types of data such as 

structured, unstructured, semi-structured etc. Here, the fourth 

V refers to the term “Veracity” that includes availability and 

accountability [6]. Using these, the prime objective of big data 

analysis is identified as to process data of high volume, 

velocity, variety, and veracity using various traditional and 

novel intelligent computational techniques [7] to discover 

valuable knowledge. Such value can be provided using big 

data analytics, which is the application of advanced analytics 

techniques on big data. Big data analytics enforces industries 

to describe, diagnose, predict, prescribe, and cognate the 

hidden growth opportunities and leads them toward gaining 

business value [8]. Big data analytics deploys advanced 

analytical techniques to create knowledge from exponentially 

increasing amount of data, which will affect the decision-

making process in decreasing complexity of the process [9]. 

Generally, Data warehouses have been used to manage the 

large datasets. However, extracting the precise knowledge 

from the available big data is the foremost issue, such that, 

most of the presented approaches in data mining are not 

usually able to handle big data successfully. One of the key 

problems in big data analytics is the lack of harmonization 

between database systems with analysis tools for data mining 

and statistical analysis [6]. These challenges generally arise 

when performing knowledge discovery and representation, for 

its practical applications [6]. Even though there is much 

research on the topic of big data analytics, it is still evolving 

as a research discipline and not yet established, thus, a clear 

understanding of its definition, significance and practices is 

yet to be fully established. At large, there has been a lack of 

research studies that comprehensively addresses the key 

challenges of big data, or which investigates opportunities for 

new applications in various decision domains or emerging and 

established analytical tools and techniques [10].  Accordingly, 

the research topic ‘Big Data Analytics: Significance, 

Challenges and Techniques’ was considered timely. 
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This paper aims to introduce the concept of big data, analyze 

some of the different analytics techniques and tools which can 

be applied to big data, as well as critically evaluate the 

significance of big data analytics and challenges perceived for 

the application of big data analytics in various decision 

domains. It is expected that this study contributes to the body 

of knowledge in the subject of big data analytics and benefit 

the organizations and practitioners.  

2. LITERATURE REVIEW 
In the information age, enormous amounts of data generated 

by multiple sources which can be used for informed decision 

making have become available to the organizations.  Big data 

refers to datasets that are not only big, but also high in variety 

and velocity, which makes these datasets difficult to process 

using conventional tools and techniques [11].  Due to the 

rapid growth of such data, specialised solutions need to be 

developed and implemented in order to handle and extract 

valuable knowledge from these huge datasets [11], [12]. Here, 

the researchers, policy makers and organizations should have 

the ability to gain valuable insights from such huge, varied 

and rapidly growing data such as business transactions, 

customer behaviors and social networks. Studies have shown 

that such value can be gained using big data analytics, which 

is the use of advanced analytics techniques to process big data 

[4], [13], [11]. 

This Literature Review will first focus on locating the 

research topic within the discipline of data analytics. Next, it 

will explore the literature on concept of big data and big data 

analytics with a special emphasis on analytical methods and 

tools for big data. Next, after highlighting the findings of the 

previous studies on major trends big data analytics, the review 

concludes with emphasising the importance of the research 

question. This structure is adapted for the review so that it 

best fits with the author’s research question; ‘What are the 

opportunities, challenges and techniques of Big Data 

Analytics?’. 

2.1 Concept of Big Data 
In general, big data can be described as a huge and growing 

set of structured and unstructured data that cannot be handled 

by using conventional databases, analysis tools or techniques 

[14], [15], [16], [17]. It is evident that big data carries the 

potential for delivering business advantages by generating 

valuable insights into discovering opportunities and risks [18], 

[19] and is becoming a new technological trend in science, 

business and policy making [20], [21].  

The concept of big data is characterized in the literature by 

different counts of “V´s” which vary from 3 V´s implied for 

volume, velocity and variety [22], [14], [23], [24], to 4 V´s 

which adds the characteristic “value” to the list [22], [25]. 

Further, extending this model some studies have identified 

5V’s by including the characteristic of veracity [26], [27], 

[28]. In literature these characteristics are explained as 

follows: The first characteristic, the Volume refers to the size 

or the vast amount of data that are being generated, and the 

second characteristic Velocity refers to the speed at which 

data is generated or the rate of growth [22], [24]. Next the 

third characteristic Variety refers to the different formats in 

which data is generated such as structured, unstructured, semi-

structured [22], [24]. The fourth characteristic value refers to 

the ability of data to lead insights and better decisions [22], 

[25]. The fifth characteristic veracity refers to the accuracy of 

data or the data in doubt which describes the level of 

uncertainty in data due to inconsistent, latent, ambiguous data 

and their trustworthiness [22], [28]. 

2.2 Big Data Analytics 
With growing rate of data production in digital era, big data 

analytics makes use of the data by extracting, transforming, 

loading, analysing, and preparing the data for decision making 

[22]. In this context, the large size, wide variety, and rapid 

change of big data adds analytical complexity and therefore, 

require a new type of data analytics, as well as different 

storage and analysis techniques to be properly analyzed for 

discovering valuable knowledge [11]. Here, the sophisticated 

techniques that aims to cope with complexity of the big data 

to extract valuable insights is known as big data analytics 

[29]. Big data analytics tools support analysis of a wide 

variety of digital information such as text analytics, audio 

analytics, video analytics, social media analytics, and 

predictive analytics. Thus, big data analytics can be 

considered as the main tool for analysing and interpreting all 

kinds of digital information [30] including but not limited to 

transactions, text, audio, video and social media. 

Big data analytics needs novel and sophisticated algorithms 

that process and analyze real-time data which produce results 

with a high-accuracy and therefore, the technologies such as 

machine and deep learning allocate their complex algorithms 

in this process [31].  Big data analytics supports organizations 

in innovation, productivity, and competition [13] and has been 

defined as the techniques that are implemented to discover 

hidden patterns in data and bring insight into interesting 

relations in various domains by examining, processing, 

discovering, and visualising the results [32].  

Big data analytics can provide advantages for adapting 

organizations for reducing complexity and managing 

cognitive burden for knowledge discovery in the data-driven 

society [33]. Today, business organizations globally have 

flourished due to the fast evolution of big data analytics and 

similarly, the governments are increasingly using big data 

analytics to deliver better services to their citizens [32]. Prior 

research on big data analytics have demonstrated that, when 

having right capabilities and approaches, businesses 

organizations can gain significant value, increase competitive 

advantage and boost firm performance by making informed 

decisions based on the results produced by such analysis , [34] 

[35], [36]. More, it has been found that big data analytics 

enables business organizations to create a complete view of 

the behavior of their consumers and also helps them to be 

more innovative and effective in deploying business strategies 

[37]. Evidence from big data research shows that, for big data 

analytics to realise its objectives and to deliver expected 

outcomes, it requires the right tools and techniques to be 

analyzed and implemented effectively and proficiently [38]. 

Thus, for gaining such advantages via big data analytics 

technologies, factors including skills, technology adaptation 

and infrastructure capabilities should be considered and 

developed [22], [35], [39]. 

2.3 Data Analytics Methods 
The advantages of using big data for decision making are 

significant, however, quite constrained due to the availability 

of technologies, tools and skills for big data analysis [10]. For 

informed decision-making, the organizations need to 

implement efficient and appropriate methods in order to 

process huge volumes of various data into meaningful 

comprehensions [40].  
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In order to obtain value from data, previous studies highlight 

selective use of a set of analytical methods which shall be 

applied based on the type and nature of the data and the 

domain, such as:  

1. descriptive analytics is the use of data analytics to 

examine past and present data and information to 

define the current state of a business situation in a 

way that developments, patterns and exceptions 

become evident, in the form of producing reports 

and alerts [10], [55 ], [42]; 

2. predictive analytics is the application of data 

analytics that use data and mathematical concepts to 

for forecasting and statistical modelling to 

determine the future possibilities based on the 

changes in the dataset [55], [43];  

3. prescriptive analytics describes the application of 

data analytics using mathematical models to create a 

set of complex alternatives to find the most suitable 

solution. This is used for optimization and 

randomized testing to evaluate how businesses 

improve their service levels while reducing the 

expenses [41], [42]; 

4. diagnostic analytics is about the use of data 

analytics to investigate the effects and causes of 

situations and events [41]. 

5. pre-emptive analytics is the application of data 

analytics for gaining the ability to take protective 

actions on events that may have an undesirable 

effect on the organizational performance. For 

instance, identifying the possible future risks and 

recommending mitigating strategies [10], [44]; and 

6. inquisitive analytics is about the application of data 

analytics for examining data to evaluate business 

proposals, for example, analytical drill downs into 

data, factor analysis, statistical analysis [10], [45]. 

Previous research suggests that, these types of analytical 

methods support for improved decision making and therefore, 

contribute for enhancing the organizational performance by 

making decision making process more transparent and 

accountable, while revealing inconsistencies, potential risks 

and opportunities [10]. 

3. RESEARCH METHODOLOGY 
The purpose of this chapter is to review the research design 

appropriateness. This research evaluated the existing research 

published on the topics, big data and big data analytics, by 

using a well-established profiling method to investigate and 

analyze significance and opportunities, different challenges, 

tools, techniques, and approaches for big data analytics. 

This study addresses the research question; ‘What are the 

opportunities, challenges and techniques of Big Data 

Analytics?’ and research objectives;  

 Review the significance and opportunities of big 

data analytics. 

 Review the challenges of big data analytics. 

 Review the soundness and applications of tools and 

techniques for big data analytics. 

It is vital to have this type of research to foster an in-depth 

understanding, not only of the big data and big data analytics 

subject area, but also of the state-of-the-art growth in the 

application opportunities in big data analytics within different 

sectors and disciplines, while discussing the prevalent 

challenges and analytical techniques. 

3.1 Data Analytics Methods 
This research involved of a comprehensive systematic 

literature review [46] which focused on identifying and 

generating detailed insights into the research topic and 

comprised of search, selection, analysis, and synthesis 

processes. 

It was aimed to select papers that have explicitly included the 

term ‘‘big data” in the title, abstract, keywords, or body of the 

paper and have an emphasis on the adoption, implementation, 

or use of data analytics technologies by various organizations, 

and optionally which have conversed the opportunities, 

challenges and techniques for big data analytics. 

The main selection process involved two rounds. In the first 

round, the researcher inspected the papers in order to check 

whether the term ‘‘big data” had been mentioned in the title, 

abstract, keywords and the body of the text. In the second 

round, the papers were primarily judged based on the use of 

keywords such as challenges, opportunities, and techniques as 

focal concepts in an organizational context.  

The analysis primarily focused on analysing the existing 

perceptions on big data analytics, highlighting prevailing 

findings related to this topic, and identifying supporting 

evidence in the literature. Further, the paper primarily aimed 

to highlight the new insights and techniques that can 

contribute to the future research and therefore, moved further 

than simply mapping or describing the current discourse. 

4. DISCUSSION 

4.1 Significance and Opportunities of Big 

Data Analysis 
Recent times have greatly increased the ability to gather huge 

amounts of data, introducing an opportunity to produce 

transformative changes in the way data is analyzed and 

interpreted [13]. Due to its great value and potential, big data 

has been fundamentally changing and transforming the way 

we live, work, and think [47]. This section discusses in detail 

the significance and opportunities of big data in various 

perspectives. 

4.1.1 Big Data in National Development and 

Policy Making 
“Data is the lifeblood of decision making and the raw material 

for accountability” [48]. Advances in computer infrastructure 

and data-science engineering in recent years have made it 

possible to process and analyze big data in real-time [48], 

[49]. At the national level, the capacity of accumulating, 

processing, and utilizing vast amounts of data has become a 

new landmark of a country’s strength [4]. Novel insights 

gathered from such data analytics can complement 

government’s survey data and official statistics, adding depth 

and tone to the information on people’s behaviors, 

experiences and expectations. 

In the context of big data, the scope of this information is vast, 

and bigdata applications can facilitate policymaking for 

national development in the countries that would otherwise 

require dedicated intensive and continuous human and 

financial resources. Further, it is possible for countries to use 
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big data applications for various domains including national 

security and intelligence, government tax administration, 

tourism and healthcare development. Policy makers could 

leverage the improvements in the modern big data techniques 

to gain real-time insights into people’s wellbeing and to target 

aid interventions to vulnerable groups. New sources of data 

such as satellite data together with new technologies, and new 

analytical approaches, if applied properly, can enable more 

agile, efficient and evidence-based decision-making and can 

better measure progress on the Sustainable Development 

Goals in a way that is both inclusive and fair [48]. 

4.1.2 Big data for business model improvement 

and innovation 
Big data has become a new point of economic growth [50]. 

With big data, companies have started to upgrade and 

transform in order to introduce shared service models such as 

Analysis as a Service (AaaS) for providing a better approach 

for delivering business intelligence, thereby changing the 

ecology of the information and communication technology 

(ICT) and other industries. In this context, the many major 

players in the ICT industry have already introduced several 

big data analytics solutions spanning from on-premise 

solutions to cloud-based solutions, which eliminates the need 

of huge on-premise hardware setups for big data. 

Further, it is evident that the startup organizations are able to 

more easily adapt new data-driven business models when 

compared to the already established organizations [51] and 

use this ability as a competitive advantage to enter into 

different industries. Therefore, incumbent organizations need 

to rethink and redefine their prevailing business models and 

how these may be affected and modified by big data [26]. The 

organizations can leverage the power of big data by tapping 

new data sources and techniques, where they can improve the 

existing business processes in terms of productivity, 

efficiency and effectiveness [50],[52],[53]. Further supporting 

this, Loebbecke and Picot (2015) suggest that ‘‘incremental 

enhancements to established business models through 

increased digitization and big data analytics may replace less 

efficient business models (and thereby companies) in the long 

run” [51]. This approach suggest that organizations can take 

advantage of big data analytics while generally continuing to 

function in the same manner, only more effectively and 

efficiently [50]. 

Organizations can use insights from big data analytics also for 

innovating new business models in developing novel value 

propositions, targeting different customer segments, or in 

changing the ways of interacting with customers. Business 

organizations can improve customer experience for their 

products and services using customer relationship 

management applications which can provide insights into 

products and services which customers are likely to buy. Such 

customer relationship management applications which have 

integrated with big data analytics solutions are often capable 

of providing a single view which can improve marketing 

campaign efficiency, drive better customer retention, create 

new cross-sell and up-sell opportunities, and provide more 

light on things such as customer lifetime value [50]. These 

abilities are possible because with big data, organizations 

have the opportunity to gain a more complete and accurate 

view of customers and their behaviors by incorporating wide 

variety of data sources such as social media interactions, call 

recordings, email conversations, feedbacks, purchase history 

records, search history records and forum interactions.  

4.1.3 Big data for better predict the future 
Advances with big data analytics together with machine 

learning technologies help researchers and organizations to 

look into the future in a more accurate and reliable manner 

and make predictions about future trends by analysing 

patterns. For such analysis, the organizations use predictive 

analytics to navigate through current and historical big 

datasets to detect trends and forecast events and conditions 

that may probably occur at a defined time in future. 

With predictive big data analytics, organizations can discover 

and exploit patterns which exist within large sets of data in 

order to identify future opportunities and detect risks in 

advance which helps adopters in a variety of domains such as 

finance, retailing, airlines, hospitality, healthcare, automotive, 

pharmaceuticals and manufacturing. For instance, by using 

big data analytics business organizations can forecast their 

inventory requirements and reorder levels, manage delivery 

schedules and design store layouts in order to maximize 

profits. Also, the organizations in the airlines industry widely 

use predictive bigdata analytics for pricing tickets and travel 

packages using past travel patterns, seasonal and global 

trends. Further, the business organizations in the hospitality 

industry such as hotels, restaurants and tour operators have the 

ability to use big data analytics applications to forecast 

reservation levels on different time periods in order to 

maximize their occupancy and revenue. Further, the 

organizations have the ability to use insights from predictive 

bigdata analytics to prevent and reduce destructive activities 

by identifying unusual patterns in user activities including 

fraud, corporate spying and information security breaches 

such as cyber-attacks. Also, wide adaptation of big data 

analytics by diverse organizations is evident to predict future 

economic conditions, risk management, climate trends, 

infrastructure maintenance and investment needs, and is 

becoming more and more prevalent with the improvements in 

the big data analytics technology. 

4.1.4 Big data for regulatory compliance for 

preventing fraud and reporting risk 
Financial institutions are frequently being pressured with 

variety of compliance and reporting requirements to tighten 

up their risk management and fraud prevention frameworks. 

Regulatory agencies do not impose these compliance 

requirements to suppress business operations of financial 

institutions. Instead, these regulators are enacted to ensure the 

stability, resiliency and sustainability of the financial system. 

Here, the financial institutions can take advantage of big data 

analytics applications for real time identification and reporting 

of fraudulent behavioral patterns based on transactional data 

and historical data. Big data analytics enables financial 

institutions to deal with these highly volatile transaction data 

in real time with the possibility of taking immediate action to 

stop, hold or report suspicious transactions. Thus, big data 

analytics is the backbone of the technology that the 

institutions in the financial industry can use to comply with 

various regulatory requirements, including those that relate to 

financial crimes, money laundering and fraud.  

Big data analytics can help financial institutions to build 

comprehensive compliance reports and perform regulatory 

stress tests, dramatically reducing compliance analytic cycle 

times. Further, it can help financial institutions to not only 

report aggregate client and financial reporting data, but also 

allows usage of a wider breadth of diverse data sources such 
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as email, voice to understand what is underpinning the 

credible differences as seen by the financial auditors. Thus, by 

adopting big data analytics for compliance, financial 

institutions can enhance efficiency and compliance across 

their business lines. 

4.2 Challenges of Big Data Analytics 
Many challenges exist in the process of leveraging the 

potential of big data, starting from the systems design of the 

big data processing systems at the lower layers to data 

analysis and presentation at the higher layers. Some of these 

challenges are caused by current analysis techniques, while 

some others are caused by the characteristics of big data and 

by the limitations of data processing systems currently in use. 

This section discusses the major issues and challenges of big 

data analysis. 

4.2.1 Data complexity 
Big data refers to datasets that are high in variety and velocity, 

which makes them complex to handle [5]. Diversified types 

and patterns, complicated inter-relationships, and greatly 

varied data quality are the typical characteristics of big data. 

The inherent complexity of big data resulting from complex 

types, complex patterns and structures makes observation, 

representation, understanding and computation of big data far 

more challenging and results in a significant increase in the 

computational complexity when compared to traditional 

analytical tools and techniques used for processing typical 

datasets. As a result, traditional data analysis and 

interpretation tasks, such as data retrieval, semantic analysis, 

topic-discovery and sentiment analysis, become particularly 

challenging when using big data. All these greatly limit the 

capacity to design efficient and effective computational 

models and methods for gaining valuable insights and solving 

problems using big data.  

In this context, quantitatively describing the essential 

characteristics of the complexity of big data is challenging. 

The study on complexity theory of big data will help in 

understanding the characteristics, the formation of complex 

patterns in big data, simplify its representation, get better 

knowledge abstraction, and guide the design of computing 

models and algorithms for big data processing [4]. 

Additionally, data reduction, data selection, feature selection 

can be considered as essential tasks especially when dealing 

with large datasets and presents an unprecedented challenge 

for researchers and analysts. This is due to the fact that the 

existing algorithms for big data analytics may not always 

respond in an adequate time when dealing with these high 

dimensional data. Thus, automation of the processes for big 

data analytics, developing new data processing techniques and 

machine learning algorithms to ensure consistency has 

become a major challenge in recent years. 

4.2.2 Data Storage complexity 
The size of data available in different domains has grown 

exponentially during the recent years by various means such 

as enterprise resource planning systems, mobile devices, 

automated production systems, telco systems, social networks 

and demands huge storage needs. Therefore, one of the initial 

challenges for big data analysis is very high capacity storage 

mediums with higher operational efficiency and speed. Here, 

the accessibility of the data must be on the top priority for the 

knowledge discovery and representation and must be able to 

access promptly and easily for detailed analysis.  

Here, the key requirements of big data storage are that, it 

should be able to handle extremely large amounts of data and 

should be able to keep scaling to keep up with growth, and 

should be able to provide higher amount of input/output 

operations per second (IOPS) necessary to deliver data to the 

analytics tools. In past decades, organizations and analysts 

used hard disk drives to store data which has a slower IOPS 

performance. However, in the recent years, storage solutions 

with high performance and high capacity which are based on 

the storage concepts such as solid-state drive (SSD) and phase 

change memory (PCM) have been introduced to overcome 

this limitation. Nevertheless, it is observed that the available 

storage technologies may be still not sufficient to achieve the 

required performance for processing big data [4]. 

4.2.3 Computational and Analytical complexity 
Effectively analysing the big data sets for obtaining better 

knowledge is a significant challenge for researchers and big 

data analysts. The key features of big data, namely, huge 

volume, high velocity, high variety and veracity, make it 

difficult for traditional computing methods to effectively 

support the processing, computation, analysis and 

interpretation of big data [4]. In addition, knowledge 

discovery, representation and visualisation is also a major 

challenge in analysis of big data. Thus, it is required that the 

new approaches for big data analytics to focus on big data 

centric, novel and highly efficient computing models and 

provide innovative methods for processing and analysing big 

data, and support value driven applications in different 

domains [4], [5]. New features in big data processing, such as 

data wrangling, open and uncertain data relationships and 

uneven distribution of value density provide great 

opportunities but also introduce significant challenges, in the 

context of computability of big data and the development of 

new computing paradigms. 

For addressing the computational complexity of big data 

applications it’s required to study data centric computing 

models based on the characteristics of big data. Further, it is 

required to develop algorithms for distributed computing and 

introduce a computing framework based on big data where 

storage, communication and computing operations are 

smoothly integrated and optimized [4]. More, it is required to 

explore existing reduction-based computing methods which 

provides for reducing big data on demand, from huge datasets 

to being just enough, and to being valuable enough [4]. 

Furthermore, designing algorithms for machine learning to 

analyze data is necessary for enhancing efficiency and 

scalability of the analytical processes. However, it may be 

difficult to establish a comprehensive mathematical model 

that is broadly applicable to Big Data analytics. A standard 

process here is transforming the semi-structured or 

unstructured data into structured data, and then applying the 

data mining algorithms to extract knowledge and insights 

[54]. The analysis of domain specific big data can be 

performed by understanding the specific challenges and 

complexities applicable for those domains. Previous studies 

show that a significant amount of research and survey has 

been carried out in this direction with the objective of 

minimizing the computational cost of big data processing and 

minimizing the complexities [55], [56]. 

4.2.4 System complexity 
Information technology systems capable of handling a variety 

of data types, volumes and applications are the key to 

supporting scientific research of big data analytics. If big data 

systems cannot be used to provide or forecast critical business 
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decisions or provide the insights into business values, which 

are buried under huge amount of data at the right time when 

needed, then these systems lose their relevance. These big 

data analytical systems are complex by nature as they should 

support to handle huge volumes of data, complex structures, 

high computational complexity, long duty cycles, and real-

time processing requirements. These requirements make it 

challenging to design the computing frameworks, system 

architectures and processing systems and also introduce 

severe constraints on their usability, operational efficiency 

and energy consumption. Answering these problems should 

lay the standards for designing, implementing, testing, and 

optimizing systems for big data processing and should form a 

solid foundation for designing and developing hardware and 

software system architectures with energy optimized and 

efficient distributed storage and processing capabilities. It’s 

possible to develop systems for big data analysis with a high 

throughput in data acquisition, low energy consumption, and 

highly efficient computing through an agile process of design, 

implementation, and validation which focus on applying 

required mathematical and analysis models that can address 

the particular complexities. 

4.2.5 Security complexity 
In general, it is observed that the security mechanisms in big 

data technology is weak [57]. If not properly handled, big data 

architecture can lead to certain critical security implications, 

while undergoing storage, partition, replication and 

distribution among thousands of data processing nodes for 

distributed computation. Among the security concerns of big 

data, insecure computation can not only cause information 

leakages but also may cause corrupt data, leading to incorrect 

results in analysis and decision making.  

An additional challenge to big data solutions is that users may 

retrieve sensitive information out of the data using ad-hoc 

queries. This is due to the fact that, as data is stored at 

thousands of nodes authentication, authorization and 

encryption of data at these nodes becomes challenging. 

Further, producing analytical results involves multiple 

challenges such as privacy exposures, intrusive marketing and 

unintentional disclosure of confidential information. 

Typically, big data solutions collect input from variety of data 

sources and therefore, it is important and essential to validate 

the input. This involves detecting whether the data is trusted 

and identifying the trusted and untrusted data sources in order 

to filter inaccurate or malicious data from the good data.  

It is possible to enhance the security of big data by designing 

and using security centric big data architectures where 

techniques of authentication, authorization, and encryption is 

rationally implemented for specific big data problems. 

However, developing a multi-level security, privacy preserved 

data model for big data remains a major challenge. 

4.3 Big Data Analysis Tools and 

Techniques 
Today, there are a large number of tools available for big data 

analytics. This section discusses some current tools and 

techniques that are widely used for big data analytics with an 

emphasis on five important analytical tools namely, Apache 

Hadoop, Apache Spark, SAS, R Programming and Apache 

Storm. It is observable that, majority of the tools available for 

big data analytics focus on batch processing, steam processing 

and visual and interactive analysis [6]. Here, stream 

processing is mostly used when real time analytics is required. 

Currently, most batch processing tools used in the industry are 

based on the Apache Hadoop framework while, Apache 

Strom and Apache Splunk are widely used for large scale 

streaming platforms. Further, the interactive analysis 

processes offered by some of the tools allow users to directly 

interact in real-time for their own analysis. For instance, 

Microsoft Power BI, Qlik, Tableau, SAS Visual Analytics, 

Dremel and Apache Drill are some of the key platforms that 

support visual and interactive analysis. These tools make it 

possible to design and implement effective and efficient big 

data projects.  

4.3.1 Apache Hadoop 
The Apache Hadoop software library is a big data processing 

framework which allows for distributed processing of large 

datasets across groups of computers [58]. Hadoop has been 

designed to be highly scalable and it can be scaled up from a 

single server to thousands of servers, where each node offers 

storage and local processing. The Hadoop framework has 

been designed to detect and handle failures at the application 

layer instead of depending on the hardware to deliver high 

availability. This has enabled delivering a service with high 

availability on top of a cluster of computers which may be 

vulnerable to hardware failures. Apache Hadoop framework 

consists of modules namely, Hadoop Common, Hadoop 

Distributed File System (HDFS), YARN, Ozone, and 

MapReduce [58]. Here, MapReduce is an important module 

for parallel processing of large data sets based on divide and 

conquer method, where the divide and conquer method is 

applied in two steps namely, Map step and Reduce Step. 

Today, a large number of companies and organizations in 

various domains use Apache Hadoop for both research and 

production as it is the most established software platform for 

big data analysis [6]. 

4.3.2 Apache Spark 
Apache spark is an open source big data processing 

framework by the Apache Software Foundation built for 

boosting performance of sophisticated big data analytics 

applications [59]. However, this can also be used for disk-

based conventional data processing when datasets are too 

large to fit into the existing system memory. Due to its in-

memory data processing engine it can provide fast access to 

data in SQL workloads enabling it to very quickly process 

data [59]. It’s in-memory, distributed and iterative 

computation is principally valuable when dealing with 

machine learning algorithms and provides for data cleansing 

and transformation, model building, feature engineering. 

Apache Spark can process data from a range of data sources, 

including the Hadoop Distributed File System (HDFS), 

relational databases and NoSQL databases [59]. It is notable 

that the functions in this tool are mainly broken down into 

data transformations and data aggregations. It also provides an 

interface for programming entire clusters where users can run 

the application programs in different languages such as Java, 

R and Python. Spark has been widely adopted by 

organizations that work with big data analytics due to its 

processing speed as well as its ability to support multiple 

types of databases and ability to run various analytical 

application programs. 

4.3.3 SAS (Statistical Analysis Systems) 
SAS (Statistical Analysis Systems) is a product suite created 

by SAS Institute that performs multivariate investigations, 

advanced analytics, data management, business intelligence, 

and various different duties [60] and is not an open source 
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software. Data management on the SAS Platform includes 

several components that are fully enabled for the Hadoop 

ecosystem. SAS has a variety of tools for in-memory and in-

database computing, including SAS Visual Analytics and SAS 

Visual Statistics, SAS In-Memory Statistics for Hadoop, SAS 

High-Performance Analytics, SAS Scoring Accelerator and 

SAS In-Database technologies, and SAS Data Loader for 

Hadoop [60]. More, SAS Federation Server simplifies data 

access, administration, security and performance by creating a 

virtual data layer without physically moving data. SAS 

platform supports every phase of the big data analytics life 

cycle starting from data, to discovery, to deployment [61]. 

4.3.4 R Programming 
R programming language is an open source free software 

environment designed for statistical computing and graphics. 

The R language is widely used for developing statistical 

software and data analysis by data analysts and statisticians 

for data visualisation, data cleansing and exploratory data 

analysis (EDA) to obtain insights from data. It is also possible 

to use R programming for parallel or cluster computation 

using Apache Spark (SparkR). In the application for big data 

analytics, the main constraint with R is that R can run only on 

in-memory data by default. However, to overcome this 

limitation, it is possible to use R with big data by using 

techniques such as down-sampling data, compressing data 

before moving into R and chunking of data which enables 

each data portion to be pulled separately and processed by R 

serially or in parallel. 

4.3.5 Apache Storm 
Apache Storm is a free and open source distributed 

computation system with a real-time stream processing model, 

which can process the unbounded streams of data very fast. It 

has been specially designed for real-time processing of data, 

in contrasts with Hadoop, which is designed for batch 

processing [49]. Apache Strom is easy to use and has a high 

fault tolerance and reliability level. More, this tool is highly 

scalable where it can process the data in parallel through a 

cluster of machines. Further, Apache Storm provides a clean 

architecture to build applications called Topologies where it 

enables developers to build their logic virtually in any 

programming language, which supports communication over 

a JSON-based protocol [62]. Further, with the graph analytics 

offered by Storm, companies can easily determine the 

linkages between many different data points simplifying the 

task of linking people, places, processers, services, times, and 

products, and can speed times and improve clarity for gaining 

business insights. 

4.3.6 Advanced Data Visualisation Tools 
Advanced Data Visualisation is one of the strongest potential 

developments among big data analytics tools and has surfaced 

as a compelling technique to discover knowledge from data 

[11]. It helps organizations and analysts to group many data 

points, to understand various relationships, concentrate on 

questions in real time and quickly determine research focus 

[63].  Further, it enables data engineers to discover hidden 

data patterns and possible methods for processing. [63].  

Today, organizations are able to use, Advanced Data 

Visualisation tools which blends with data analysis methods 

with interactive visualisation, to enable comprehensive and 

dynamic data discovery. These tools for Advanced Data 

Visualisation are helpful in many business analysis situations 

and also fits well in situations where analysts have little 

knowledge about the data as it is a data driven exploratory 

approach [64]. It is evident that with huge volume and 

velocity of data generated and due to the increased complexity 

of data structures, a growing demand has developed for 

Advanced Data Visualisation solutions from many 

organizational domains [11], [65]. Such visualisation analyzes 

enables decision makers to comprehensively analyze data at 

both the summarised and the detailed levels by taking 

advantage of human cognitive and reasoning abilities. Due to 

the adaptation of interactive statistical graphics and simplified 

user-friendly interfaces, Advanced Data Visualisation tools 

can enable speedier analysis, better decision making, and 

more effective presentation and comprehension of results 

[11]. 

5. CONCLUSION 
In recent years, with the explosive growth of data, big data 

has made a strong impact in almost every industry and 

business area. This paper evaluates the significance of big 

data, challenges and some key tools and techniques for big 

data analytics. Accordingly, the literature was examined in 

order to provide an insight into the concept of big data, its 

characteristics and the big data analytics methods which are 

being researched, as well as their importance to decision 

making. In addition, some of the key big data analytics tools 

and techniques were examined. Thus, this research has 

provided the data analysts, organizations and big data solution 

developers, with an insight on significance and challenges of 

the big data analytics and various big data tools and 

techniques which can be adopted to successfully implement 

big data solutions. By adopting and implementing such 

solutions for big data analytics, valuable knowledge can be 

discovered and scrutinized to enhance informed and cognitive 

decision making which can bring significant improvements in 

terms of efficiency, productivity, profitability and compliance. 
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