International Journal of Applied Information Systems (1JAIS) — ISSN : 2249-0868
Foundation of Computer Science FCS, New York, USA

Volume 13— No.5, September 2026 — www.ijais.org

A Review of Machine Learning and Deep Learning
Techniques for Financial Risk Assessment: Loan Default
Prediction and Fraud Detection

Ayodeji Olusegun

Akinwumi Oluwadare

Department of Informatics Department of Computer

& Information Systems, Science,
Faculty of Computing, School of Computing,
Adekunle Ajasin Federal University of

University, Akungba-
Akoko, Ondo State,
Nigeria.

State, Nigeria.

ABSTRACT

The growth of digital lending, fintech services, and online
financial transactions has increased the need for financial
institutions to improve credit risk assessment and fraud
detection. Traditional approaches increasingly struggle with
the volume, velocity, and complexity of modern financial data,
contributing to growing interest in machine learning (ML) and
deep learning (DL). However, existing reviews often examine
loan default prediction and fraud detection separately, with
limited systematic comparison of ML and DL techniques
across both risk areas. This review addresses this gap by
systematically synthesising 109 studies on statistical, ML, and
DL techniques applied to loan default prediction and fraud
detection. The review examines statistical models, tree-based
and ensemble methods, support vector machines, neural
networks, recurrent architectures, attention-based models, and
hybrid approaches. Findings show that performance varies
across techniques, datasets, and financial risk contexts, making
it difficult to establish a universally superior approach. Tree-
based ensemble methods, particularly Random Forest,
XGBoost, Gradient Boosting, and LightGBM, show strong
performance on structured financial data, while recurrent
architectures such as LSTM, GRU, and BiLSTM, with CNN
and attention-based models, show particular benefits where risk
information contains complex or sequential patterns. Several
studies also reported improved performance from hybrid ML-
DL approaches. Persistent challenges are class imbalance,
limited financial data, model interpretability, data privacy,
computational  requirements, and deployment costs.
Approaches such as SMOTE, synthetic data generation,
explainable artificial intelligence, and federated learning have
been explored to address these issues. Studies using African
financial datasets remain relatively few compared with those
from other regions. The study concludes that the suitability of
ML and DL techniques for financial risk assessment depends
on the nature of the risk, the characteristics of the data, and the
modelling approach used.
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1. INTRODUCTION

The stability and growth of any economy depend heavily on
financial institutions, as they provide essential services such as
savings and investments options, credit facilities, insurance,
and efficient systems for conducting payments [1], [2], [3].
Empirical studies also highlight the central role of financial
institutions in today’s society [4], [S], [6]. They connect savers
with investors, helping resources flow efficiently and
supporting overall economic stability. Their responsibilities
also go beyond lending and deposits; businesses rely on them
to process payments, households use them to manage personal
finances, and governments channel funds for development
projects. Through these functions, financial institutions play a
crucial role in sustaining economic stability, promoting growth,
and supporting the efficient functioning of markets, thereby
benefiting individuals, businesses, and society as a whole.
However, despite their central role in the economy, many
financial institutions continue to face significant challenges
that affect their stability and overall performance [7], [8], [9].
In some cases, these challenges have led to the collapse or near
collapse of some financial institutions around the world [10].

[11], [12] posit that many of the challenges facing financial
institutions largely stem from poor regulation, weak internal
controls, excessive risk-taking, and exposure to fraudulent
practices. These issues therefore leave financial institutions
vulnerable to problems such as rising non-performing loans,
increased fraud and liquidity shortages. Such pressures
continue to undermine the stability and performance of
financial institutions, especially in developing countries, where
fragile financial systems and high economic risks make them
even more vulnerable [10].
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In the context of financial risk, financial institutions face a
range of factors that can undermine their stability and overall
performance. These include liquidity risk, which occurs when
financial institutions struggle to meet short-term obligations or
access funds without creating losses, a condition shown to
significantly influence performance and risk behaviour in
banks across different markets [13], [14], [15]; fraud risk such
as cybercrime, insider misconduct, and falsification of records
that threaten both institutional stability and public trust [16],
[17], [18]; credit risk, which occurs when borrowers fail to
fulfil their debt obligations, potentially causing financial losses
[19], [20]; market risk, arising from fluctuations in interest
rates, equity prices, and foreign exchange rates that can affect
the financial position of such institution [21]; and operational
risk, which stems from weaknesses in internal processes,
human errors, or inefficiencies in systems and procedures [22].
These financial risks are summarized in Figure 1.
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Figure 1: Types of Financial Risk in Financial Institutions

Out of the various risks confronting financial institutions, credit
risk and fraud risk are often regarded as among the most
pervasive threats to the stability of financial institutions [23].
Credit risk is particularly important because of its direct effect
on loan losses and overall bank performance when borrowers
fail to meet their repayment obligations [24], [25]. Fraud on the
other hand has become a persistent and widespread problem
worldwide [26], [27] . Empirical evidence from literature
shows that fraudulent activities continue to undermine
institutional stability, erode customer confidence, and cause
significant financial losses [18], [28]. Given the severity and
far-reaching implications of these risks, financial institutions
must therefore prioritize the development and implementation
of a robust and structured risk assessment framework capable
of identifying emerging threats at an early stage and

safeguarding economic growth and public confidence.
Effective financial risk assessment therefore a critical
mechanism for identifying, measuring, and reducing
vulnerabilities and strengthening financial stability at both
national and global levels [29], particularly in today’s financial
landscape where economic uncertainty and rapid changes in
financial markets have increased the exposure of various
institutions to numerous risks [30].

Financial risk assessment has traditionally relied on statistical
models, expert judgment, and other conventional techniques to
evaluate and predict financial risks [31]. However, the
increasing complexity, volume, and dynamic nature of
financial data have exposed limitations in these approaches,
particularly in their ability to capture complex patterns and
changing relationships within financial systems [32]. The
limitations of these traditional approaches have prompted
growing interest in machine learning (ML) and deep learning
(DL) as alternative tools for financial risk assessment [33],
[34]. Unlike static, rule-based systems, ML and DL models can
learn complex, non-linear patterns from large volumes of
transactional and behavioural data [35], [36]. This makes them
useful for identifying changing fraud patterns and borrower risk
characteristics that may not be captured by traditional credit
scoring methods [37], [38].

This capability has become increasingly relevant with the rapid
growth of digital lending and fintech platforms, which generate
large-scale, high-frequency data that traditional methods were
not designed to process [39]. As a result, a substantial body of
literature has emerged applying ML and DL techniques to loan
default prediction and fraud detection, reporting improvements
in predictive accuracy and adaptability over conventional
approaches [40], [41], [42].

Even with this growing body of work, existing reviews in the
area tend to focus narrowly on either loan default prediction or
fraud detection in isolation, rather than examining both
problems jointly within a single comparative framework [33].
Therefore, the aim of this study is to review machine learning
and deep learning techniques applied to loan default prediction
and fraud detection, identifying trends, performance metrics,
limitations, and research gaps.

2. BACKGROUND AND CONCEPTUAL
FOUNDATIONS

2.1 Financial Risk Assessment

Financial risk assessment refers to the processes financial
institutions use to identify, measure, and manage the various
forms of risk to which they are exposed. As discussed in
Section 2, credit risk and fraud risk are key areas of financial
risk assessment in financial institutions, though liquidity,
market, and operational risk also affects the overall risk profile
of an institution [13], [14], [15]. Credit risk refers to the
possibility that a borrower will fail to meet contractual
repayment obligations, and its accurate assessment underpins
nearly every lending decision a financial institution makes.
Fraud risk, by contrast, arises from deliberate deception like
cybercrime, insider misconduct, identity theft, and falsification
of records and threatens both the immediate financial position
and the broader reputational standing of an institution.
Operational risk, stemming from weaknesses in internal
processes, human error, or system inefficiencies, is not a
primary focus of this review but is worth noting briefly here,
since credit and fraud losses frequently compound operational
risk exposure, inadequate monitoring systems or process
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failures make both default and fraud harder to detect and
contain in the first place. This review concentrates specifically
on credit risk and fraud risk, since these are the two risk types
where machine learning and deep learning techniques have
been most extensively applied and studied.

2.2 Loan Default Prediction

Loan default prediction is the task of estimating the likelihood
that a borrower will fail to repay a loan according to its agreed
terms, and it sits at the core of credit risk management.
Historically, this task has relied on credit scoring models,
structured, quantitative frameworks that translate borrower
characteristics into a single risk score or default probability.
Chen et al. [33] and Abdou and Pointon [34], in their respective
reviews of credit risk assessment methods, trace this history
through a progression of statistical techniques, beginning with
simple univariate ratio analysis and moving toward
multivariate statistical models capable of weighing several
borrower characteristics simultaneously. The traditional
statistical methods at the centre of this development, including
logistic regression and linear or two group discriminant
analysis, are still widely used because they provide clear and
easy to check results. A lender or regulator can see exactly
which borrower characteristics influenced a particular score.
The work in [43], [44], for example, both applied discriminant
analysis to credit scoring, with one focusing on consumer
lending and the other on small and medium-sized enterprises
(SMEs), illustrating how traditional statistical methods were
used in financial institutions for loan default prediction before
machine learning and deep learning methods became more
widely used. A key limitation of these traditional statistical
approaches is their reliance on linear or near-linear
relationships between borrower characteristics and default risk.
This creates a gap that machine learning and deep learning
techniques can help address, as discussed later in this work.

2.3 Fraud Detection

Fraud detection, the second major focus of this review, is
conceptually distinct from loan default prediction in that it
seeks to identify deliberate deception rather than an inability to
repay. The literature reviewed in this paper generally
distinguishes between three overlapping categories of financial
fraud. Transaction-based fraud involves the unauthorised or
fraudulent use of payment instruments, such as stolen card
details, manipulated transaction records, or fraudulent payment
requests [45], [46]. This type of fraud is commonly addressed
using machine learning and deep learning techniques, as
demonstrated in studies on credit card transaction fraud [47],
[48]. Identity fraud, in contrast, involves the use of stolen,
synthetic, or falsified identity information to open accounts,
apply for credit, or bypass verification controls [49], [50]. It is
more closely associated with Know-Your-Customer (KYC)
procedures, which financial institutions use to verify customer
identities and reduce fraudulent activities [51]. Behavioural
fraud is broader and involves unusual patterns of activity, such
as changes in transaction timing, spending behaviour, or other
deviations from a customer's established profile [52], [53]. As
fraudsters continue to develop new techniques and adapt their
behaviour to avoid detection, conventional rule-based systems
may struggle to identify such changes [54]. Unlike transaction-
based fraud, detecting behavioural fraud often requires
examining a customer's activities over time. This has led to the
use of sequential and attention-based deep learning models that

can learn patterns across multiple transactions rather than
assessing each transaction independently [55].

As financial institutions increasingly adopt digital platforms
and cloud-based systems, the boundaries between these three
fraud categories have become less distinct [56], [57]. These
systems have also created new opportunities for fraud,
including credential compromise, cross-tenant data leakage,
and large-scale synthetic identity creation. These forms of
fraud can overlap and evolve as fraudsters adopt new
techniques, creating new challenges for fraud detection. Such
challenges can make these forms of fraud difficult to detect
using conventional approaches, which highlights the pressing
need for deep learning models that can identify complex and
evolving patterns of fraudulent activity. These challenges and
the role of deep learning in addressing them are discussed in a
later section of this work.

2.4 Traditional Approaches to Risk

Assessment

Beyond the conceptual risk categories discussed above, it is
useful to examine in more depth the traditional tools financial
institutions have relied on to assess and manage credit and
fraud risk, since their limitations motivate the shift toward ML
and DL based approaches discussed in later sections. Although
there are a variety of existing traditional financial risk
management approaches being used by financial institutions.
Among the most commonly used approaches are credit bureau
checks, Know-Your-Customer procedures, and rule-based
monitoring systems. While these methods have proven
valuable in financial sectors, they still present significant
drawbacks, particularly when dealing with the increasing
complexity and volume of modern-day financial transactions
[58]. Table 1 synthesizes the key strengths, risk areas, and
limitations of these approaches based on the literature
reviewed. Credit bureaus are among the most commonly used
mechanisms in loan evaluation. Financial institutions use them
to obtain information about a borrower’s credit history, existing
loans, and to check past repayment behaviour. This information
then provides a basis for assessing the borrower’s financial
reliability and helps the financial institutions decide whether a
loan application should be approved or rejected [59]. Studies
have shown that credit bureaus are effective in improving loan
screening and reducing default rates [60], [61], [62]. In
practice, however, there are certain significant challenges. The
effectiveness of these systems depends heavily on the
availability and completeness of financial data, which varies
widely across diverse countries but more pronounced in
developing countries. Using Nigeria as a case study, a large
portion of adults remains unbanked or underbanked. According
to the Global Findex, as reported by [63], about 39% of
Nigerians do not have a bank account, and 65% of adults do not
save with a financial institution, leaving no credit footprint for
bureaus to report. As a result, lenders often lack the credit
histories needed to make informed lending decisions. Even in
situations when financial records exist, inconsistencies, gaps
and errors in existing records often undermine the reliability of
bureau scores [64]. A report by [65] also showed that when
credit bureau data is incomplete, inconsistent, or inaccurate, it
can lead to weak or flawed lending decisions. The study found
that the debts reported in financial records do not always match
actual repayment behaviour.
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Table 1. Synthesis of Traditional Approaches to Loan and Fraud Risk Management and Their Limitations

Traditional . R
raditiona Risk area Key strengths Key limitations and challenges
approach
. R . . Limited credit histories, inaccurate, incomplete
Provides borrowers’ credit history,
. . records and outdated records wusually affect
. . existing loans and repayment behaviour. .. .
Credit  bureau | Loan/Credit . assessment. Limited coverage of borrowers with
. Supports loan screening and approval | .. . = .
checks risk L little formal financial activity, making bureau
decisions and can help reduce default | . . . . .
information alone insufficient for comprehensive
rates. ..
credit risk assessment.
Verifies customer identity and collects | Labour intensive, difficult to maintain continuously.
KYC / Customer . information such as identity documents, | Heavy reliance on manual checks increases the
- Credit/Fraud . . g .
Due Diligence risk occupation, income, background and | possibility of errors and oversight. Vulnerable to
(CDD) source of wealth. Helps reduce identity | fake or synthetic identities, fabricated documents
theft, fraud and money laundering risks. | and outdated customer information.
Uses predefined rules and thresholds to
Rule-based identify unusual transactions. Effective | Fixed rules may miss new, evolving and complex
monitoring Fraud risk for detecting known and clearly defined | fraud patterns. Generate high false-positive rates,
systems fraud patterns, with flagged transactions | increasing analyst workload and operational costs.
reviewed by human experts.

This means that relying on credit bureau scores alone can miss
important details about a borrower’s true creditworthiness.
Therefore, there is the need for alternate methodologies.

Know-Your-Customer (KYC) also called Customer-Due-
Diligence (CDD) [66] require financial institutions to verify the
identity of their customers before granting access to financial
services and to help them understand their clients while
reducing the risk of fraud or misuse [51], [67]. This means
collecting basic personal information such as identity
documents, background, occupation, income, and sources of
wealth, for every new customer. It is also a structured process
that every potential bank customer goes through before
entering into an agreement with the bank, and this information
is continuously monitored throughout the relationship [68].
KYC procedures help institutions reduce risks associated with
identity theft, fraud, and money laundering [67], [69].
However, KYC is a challenging task because it is an ongoing
process that requires financial institutions to continuously track
changes in customers’ financial behaviour [70]. The high
volume of customers, evolving regulations, and the manual
nature of work make the task even more complex [71]. As a
result, this increasing the risk of errors, oversight, and exposure
to fraud or other financial crimes. KYC faces other challenges.
Criminals can exploit weaknesses in the system by creating
fake or synthetic identities, or by submitting stolen or
fabricated documents, which often pass verification checks and
go undetected [72]. Since KYC relies heavily on documents
and manual checks, even reliable customer information can
quickly become outdated such as changes in address, job, or
other personal details, which shows that the system may
struggle to capture real-time changes and reduces its ability to
detect risks [66], [71]. This therefore shows the need for
supplementary approaches, such as automated monitoring tools
which can continuously update customer information in real
time and improve the accuracy and timeliness of risk
assessments.

Many financial institutions use rule-based monitoring systems
to detect fraudulent transactions. These systems apply
predefined rules or thresholds to transaction data in order to
flag unusual patterns or behaviour [73], [74]. The flagged
transactions are then reviewed by human financial experts for

further action. For example, transactions above a certain
amount or those carried out repeatedly within a short period
may trigger alerts. This approach is useful for identifying
known patterns of fraudulent activity; however, it tends to
struggle when faced with new or evolving fraud techniques
[73]. Because these systems rely on fixed rules, they cannot
easily adapt to detect more subtle and complex fraud patterns.
As financial transactions become faster and more
interconnected, static rule-based approaches are more likely to
miss important risk signals. Another major limitation is their
low accuracy due to high false-positive rates. Studies show that
as much as 95% of flagged alerts may turn out to be legitimate
transactions [71], [75]. This means that most alerts do not
represent real risks, yet they still require review. As a result,
human analysts must spend considerable time examining large
volumes of non-suspicious cases, increasing operational costs
and workload. The limitations of conventional rule-based
systems call for more intelligent and adaptive models for
effective risk assessment.

3. REVIEW METHODOLOGY

This review followed a structured, PRISMA-informed
approach to identify, screen, and select relevant literature. The
process involved applying predefined search and selection
criteria to ensure that the studies included in the review were
relevant and met the requirements established for the review.

3.1 Databases Searched

Literature was identified through searches of major academic
databases and scholarly search platforms, including Scopus,
Web of Science, IEEE Xplore, ScienceDirect, SpringerLink,
and Google Scholar. These searches were supplemented with
targeted searches of other relevant academic sources, including
preprint and working-paper repositories such as SSRN, to
capture relevant and recent studies not yet available in indexed
journals.

3.2 Search Keywords
Search strings combined a technique, concept, or background
term with a domain term using Boolean operators. Two broad
groups of search strings were used, reflecting the review's dual
conceptual and technical scope.
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Background and conceptual searches included, for example:
(“financial institutions” AND “economic development” OR
“economic stability”); (“credit bureau” OR “Know-Your-
Customer” OR “KYC”) AND (“credit risk” OR “fraud
prevention”); (“rule-based” OR “transaction monitoring”)
AND (“anti-money laundering” OR “fraud detection”); and
(“FinTech” AND “bibliometric”).

Technique-focused searches included, for example: (“random
forest” OR “gradient boosting”) AND (“credit risk” OR “loan
default”); (“logistic regression” OR “discriminant analysis”)
AND  “credit scoring”; (“LSTM” OR “GRU” OR
“convolutional neural network”) AND (“fraud detection” OR
“credit risk”); (“machine learning” AND “deep learning” AND
“comparative analysis”); (“explainable Al” OR
“interpretability”’) AND (“financial risk” OR “credit scoring”);
and (“class imbalance” OR “SMOTE”) AND “credit risk
prediction”.

Searches were conducted iteratively across the major themes of
the review, and the results were re-screened when new sub-
themes emerged during the full-text review.

3.3 Inclusion Criteria
Studies were included if they:

(i) addressed the role, stability, or risk exposure of
financial institutions, established risk-type definitions
(credit, fraud, liquidity, market, or operational risk), or
described traditional risk assessment approaches (credit
bureaus, Know-Your-Customer procedures, rule-based
monitoring); or applied one or more machine learning
or deep learning techniques to loan default prediction,
credit risk assessment, or fraud detection in a financial
services context;

(i) were published in a peer-reviewed journal, conference
proceedings, or a reputable preprint repository;

(iii) reported empirical results, conceptual analysis, a
systematic review, or a bibliometric analysis relevant to
the review's scope; and

(iv) were published between 2011 and 2026, with the large
majority concentrated in 2018-2026 to reflect more
recent technical developments.

3.4 Exclusion Criteria
Studies were excluded if they:

(i) addressed financial risk types outside credit and fraud
risk (for example, pure market-risk or currency-risk
forecasting) without a clear credit or fraud application;

(i) were purely theoretical or algorithmic contributions
with no financial risk application, evaluation, or
conceptual relevance;

(iii) were extended abstracts of a study already captured
through its full journal version; or

(iv) could not be accessed in full text through available
institutional or open-access channels.

3.5 Selection Outcome

A PRISMA-informed literature review approach was adopted
to identify and screen studies relevant to financial risk
assessment, with particular emphasis on credit risk assessment,
loan default prediction, fraud detection, data imbalance, and
synthetic data generation. The review covered both traditional
financial risk assessment approaches and modern machine
learning and deep learning techniques, thereby providing a
basis for examining the evolution of financial risk modelling
and the transition from conventional statistical and rule-based

methods to data-driven computational approaches.

The literature search identified 303 records, comprising 291
records obtained through database searching and 12 additional
records identified through preprint and working-paper
repositories. No duplicate records were identified. All 303
records therefore proceeded to the initial automated and manual
screening stage. Following this screening, 169 records were
excluded based on their lack of sufficient relevance to the
research objectives and predefined review themes, leaving 134
references for detailed relevance assessment. Of these, 25
references were subsequently excluded, resulting in 109
references being retained as the core literature pool for the
review. The screening process considered the publication's
relevance to one or more of the following themes:

(i) traditional credit risk assessment and credit scoring,

(ii) loan or mortgage default prediction,

(iii) financial and banking fraud detection,

(iv) machine learning and deep learning techniques for
financial risk prediction,

(v) class-imbalance handling and data augmentation,

(vi) synthetic data generation for financial-risk modelling,
and

(vii) explainable artificial intelligence and model
interpretability in financial risk assessment.

Studies employing traditional statistical, econometric, rule-
based, and expert-driven approaches were included where they
provided relevant foundations for financial risk assessment.
These approaches included methods such as logistic regression,
discriminant analysis, statistical credit-scoring models,
probability-based approaches, financial-ratio analysis, expert
judgement, rule-based systems, and other conventional
techniques used for credit risk, default prediction, or fraud
detection. Their inclusion enabled comparison with more
recent data-driven approaches and helped establish the
methodological progression within the field.

Studies employing machine learning and deep learning
techniques were also included, with particular attention to
algorithms such as decision trees, random forest, support vector
machines, artificial neural networks, ensemble learning,
convolutional neural networks, recurrent neural networks, long
short-term memory networks, gated recurrent units, graph
neural networks, transformers, and hybrid architectures.
Studies addressing SMOTE, resampling, GAN-based
augmentation, synthetic data generation, and imbalance-
learning techniques were considered because of their relevance
to data scarcity and class-imbalance challenges associated with
financial fraud and credit-risk prediction.

Following the relevance screening, 109 references were
retained as the core literature pool for the review. The selected
studies were subsequently organized thematically into
traditional financial risk assessment approaches, credit-risk and
loan-default prediction, financial fraud detection, broader
financial-risk modelling, data imbalance and augmentation,
synthetic data generation, explainable artificial intelligence,
and privacy-preserving or federated learning approaches. The
PRISMA-informed study selection flow is presented in Figure
2 and summarized in Table 2.
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Table 2. PRISMA-informed study selection process

Number

()

Stage Description

Records identified through
database searching (Scopus, Web
Identification | of Science, IEEE Xplore, [291]
ScienceDirect, SpringerLink,
Google Scholar)

Additional records identified
Identification | through preprint/working-paper [12]
repositories (e.g., SSRN)

Identification | Total records identified [303]
Screening Duplicate records removed [0]
Screening Records after duplicates removed | [303]
Screening Records subjected to initial . [303]
automated and manual screening
Records excluded during initial
Screening automated and manual screening [169]
(see Section 3.4)
References identified as
Eligibility potentially relevant and retained [134]
for detailed relevance assessment
Eligibility References excluded following [25]

detailed relevance assessment

References retained as the core
Included literature pool for the review (see | 109
section 3.3)

()
Records identified through Additional records
database searching identified through
g (Scopus, Web of Science, preprint/working-paper
’g IEEE Xplore, ScienceDirect, repositories
= SpringerLink, Google Scholar) (e.g., SSRN)
= n =291 n=12
[}
s K; &”’J
— Total records identified
n=303
Duplicate records removed
n=0
-+ !
§ Records after duplicates removed
S n =303
: !
Records subjected to initial
automated and manual screening
n =303
I
+ v
g Records excluded during References retained for
8 initial screening detailed rel e
= n=169 n=134
W
v : v

° References excluded References included
= after detailed assessment in the review
] n=25 n=109

Figure 2: PRISMA-informed study selection flow diagram

4. MACHINE LEARNING
APPROACHES FOR LOAN DEFAULT
PREDICTION

4.1 Statistical and Regression-Based
Models

Logistic regression and discriminant analysis remain the most
widely used starting points for credit risk classification, largely
because of their interpretability relative to more complex
models. The work in [43] applied a two-group discriminant
function to consumer loan data from a Vietnamese commercial
bank using demographic, socio-economic, and loan-specific
variables, achieving an average classification accuracy of 73%.
Researchers in [76] directly compared discriminant analysis
against logistic regression for predicting default risk among
small and medium-sized enterprises in Tunisia., finding that
both methods produced statistically significant classifications,
although their performance varied across sectors. To address
the class imbalance common in real-world credit datasets, a
regularized LASSO-logistic regression ensemble was proposed
in [44]. It performed better than decision trees, logistic
regression, and random forests based on AUC and F-measure.
Another ensemble approach, logistic-BWE, was proposed in
[77] by combining sample-balancing methods with multiple
logistic regression models. It improved the detection of
minority default cases.

4.2 Tree-Based and Ensemble Methods

Several studies have examined tree-based and ensemble
methods for credit risk prediction, largely because they have
consistently shown strong performance on tabular financial
data. Ghatasheh [78], for example, applied random forest to
credit risk classification and found that it performed better than
the individual classifiers considered. Using Ukrainian credit
registry data, Krasovytskyi and Stavytskyy [37] predicted
mortgage default over a one-year period and found that random
forest and extreme gradient-boosting decision trees provided
the best balance between accuracy and precision. A comparison
of XGBoost, gradient boosting, random forest, KNN, and
decision trees across two loan-approval datasets showed that
XGBoost achieved the highest accuracy of 84% on one dataset,
while random forest recorded 85% on the other [79]. Similarly,
a stacking ensemble was found to outperform individual
classifiers in loan application credit risk prediction [80]. In
student loan default prediction, Wang et al. [8§1] combined
different classifiers in a heterogeneous ensemble and used
SHAP to explain the predictions of the model. SHAP shows the
contribution of individual features to a prediction, helping to
identify the factors that influence whether a borrower is
classified as likely to default. This makes the decision of the
model easier to understand, rather than providing only the final
prediction. Such interpretability is important in credit risk
assessment, where understanding the reasons behind a
prediction can be as important as the prediction itself. For peer-
to-peer lending, LightGBM achieved the highest AUC across
three datasets, with scores of 70.77% for Lending Club, 93.25%
for Australia, and 77.85% for Taiwan [82]. The study also
reported that Bayesian optimization methods such as Hyperopt
and Optuna produced similar accuracy to grid search while
reducing runtime substantially. Other studies [83], [84]
similarly reported better performance from ensemble classifiers
than from individual algorithms in loan default prediction. The
findings indicate that ensemble and tree-based methods can
perform well in different credit risk applications, although their
performance depends on the dataset, lending context, and
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evaluation measure used.

4.3 Support Vector Machines

Zhou (2022) [85] proposed a hybrid model combining fuzzy
integral theory with SVM for enterprise credit risk evaluation
within supply chain finance, using fuzzy density weighting to
combine multiple child-SVM outputs. The fused model
outperformed both single-SVM and voting-based SVM
ensembles in classification accuracy, and was noted to handle
small sample sizes and non-normal data distributions better
than purely statistical approaches.

4.4 Machine Learning for Fraud Detection
Beyond credit default prediction, several studies have focused
on using ML techniques to detect fraudulent transactions. For
example, the work in [47], [48] compared several machine
learning algorithms such as, random forest, logistic regression,
and Naive Bayes, using credit card fraud datasets. Their results
showed that tree-based and ensemble methods generally
performed better in detecting fraudulent transactions. Another
important issue in fraud detection is the imbalance between
legitimate and fraudulent transactions. Fraud cases are usually
much fewer than legitimate transactions, which can make it
difficult for machine learning models to identify the minority
fraud cases. Balancing techniques therefore help to reduce this
problem by increasing the representation of the minority fraud
class. Among the techniques reviewed, SMOTE was a common
approach for addressing class imbalance. It generates synthetic
examples of minority-class cases rather than simply duplicating
existing fraud records. The reviewed studies also showed that
the choice of balancing technique can affect fraud detection
performance, even when the same classifier is used [26], [86],
[87].

4.5 Broader Applications in Enterprise and

Digital Financial Risk

ML techniques have also been applied to enterprise, digital
financial, and supply chain risk assessment. A random forest-
based enterprise risk assessment framework achieved an
accuracy of 92%, compared with 85% obtained by the Support
Vector Machine model across four experiments [88]. Another
study compared several ML algorithms for digital financial risk
assessment, with the aim of optimizing both accuracy and
processing timeliness [39]. Ensemble methods have also been
used to improve financial risk prediction. Random forest,
AdaBoost, XGBoost, and LightGBM were combined with
explainable Al techniques for credit risk assessment, with
SHAP used to show the factors contributing to the predictions
of the model [89]. This is important because while these models
can provide strong predictive results, their decisions may be
difficult to understand. ML has also been applied to supply
chain finance, where it was used to predict and prevent
financial risks in supply chain enterprises [90].

These studies show that ML techniques are being applied
across different areas of financial risk assessment, rather than
being limited to credit default and fraud detection. Tree-based
and ensemble methods, such as random forest, XGBoost, and
LightGBM, feature prominently in these applications because
of their strong predictive performance. However, the
complexity of these models can make their predictions difficult
to interpret, which explains the growing use of explainable Al
techniques such as SHAP to provide insight into how the
models arrive at their predictions.

5. DEEP LEARNING TECHNIQUES
5.1 Artificial Neural Networks

Feedforward artificial neural networks (ANNSs) represent the
earliest deep learning applications in this literature, predating
the more recent shift toward recurrent and convolutional
architectures. Unlike traditional statistical models, ANNs can
learn non-linear relationships between input variables and
credit outcomes, making them suitable for financial data where
the relationship between borrower characteristics and default
risk may not be straightforward [91]. Pacelli and Azzollini [92],
for example, applied an ANN model to credit risk management
using data from Italian manufacturing companies and
demonstrated its ability to model credit risk from financial
information. Similar applications were reported in other credit-
risk settings. An ANN-based model was developed for
evaluating the credit risk of commercial bank customers [93],
while another study used an ANN approach to predict credit
risk and compared its performance with linear regression [94].
The results from these studies support the use of neural
networks as an alternative to conventional statistical models,
particularly where the relationships among credit variables are
complex and non-linear.

The use of ANN models has also been examined across
different credit-risk applications. A systematic review of 76
credit-risk studies identified ANN and multilayer perceptron
(MLP) among the deep-learning approaches used in credit risk
assessment [95]. However, the early use of ANN models also
revealed some limitations. Predictions from ANN-based credit
risk models can be difficult to interpret because the relationship
between the model inputs and the resulting prediction is not
always clear [96], [97]. This is particularly important in credit
risk assessment, where financial institutions may need to justify
why a borrower was classified as low or high risk. This
limitation, together with the increasing availability of larger
and more complex financial datasets, have encouraged
researchers to explore other deep-learning architectures.

Recent reviews indicate a gradual shift from basic feedforward
neural networks toward specialised architectures such as
Convolutional Neural Networks (CNNs), Recurrent Neural
Networks (RNNs), Long Short-Term Memory (LSTM)
networks, transformers, and graph-based models [32], [96].
These architectures can capture patterns across sequences,
identify local patterns in structured data, and learn complex
relationships within financial data. This progression shows
efforts by various researchers to develop deep-learning models
that can better handle the complexity of financial risk data.

5.2 Recurrent Architectures for Sequential
Credit Risk

Because loan repayment behaviour develops over time,
researchers have increasingly explored recurrent neural
networks that can learn from sequences of borrower activities.
For example, [98] proposed a cascaded Long Short-Term
Memory—Gated Recurrent Unit (LSTM—GRU) model for loan
default prediction. The model combines the ability of LSTM to
retain information over longer periods with the simpler and
more efficient structure of GRU. The study also tested different
learning rates and optimisation methods to assess the model's
performance. Further improvements have been made by
incorporating attention and residual mechanisms into recurrent
models. A Residual Enhanced Encoder Bidirectional Long
Short-Term Memory (ResE-BiLSTM) model was proposed in
[38] to capture important patterns that may occur at different
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points in a repayment history of the borrower. The model used
an attention mechanism to focus on important information and
residual connections to help retain information across the
network. It was evaluated using the Freddie Mac Single-Family
Loan-Level Dataset and compared with LSTM, BiLSTM,
GRU, CNN, and RNN models. Hybrid approaches have also
been explored for loan default prediction. Xie and Huang [99]
combined CatBoost with GRU, together with sample
optimisation and bagging techniques, to improve prediction
under imbalanced data conditions. This approach combines the
strengths of a tree-based machine-learning model with a
recurrent neural network, allowing both structured borrower
information and sequential patterns to be considered in the
prediction.

5.3 Convolutional and Attention-Based

Networks for Fraud Detection

Convolutional Neural Networks (CNNs) and attention-based
models have been widely used for transaction-level fraud
detection because they can identify patterns in transaction data.
CNN-based models have been applied to online transaction and
e-commerce fraud detection [99], [100], while an attention-
based neural network was developed to capture both the order
of transactions and the relationships between them in credit
card fraud detection [101]. Another study combined
competitive swarm optimisation with a deep neural network to
improve fraud detection performance [101]. More recent
studies have explored transformer-based and other advanced
deep-learning approaches. A blockchain-assisted Transformer-
CNN framework combined several transformer models to
capture temporal and contextual information from transaction
data for real-time digital payment fraud detection [102].
Another deep-learning framework combined sea-horse
optimisation with a stacked contractive autoencoder to address
false alarms and class imbalance in banking fraud detection
[103]. RNN-based models, including Long Short-Term
Memory (LSTM) and Gated Recurrent Unit (GRU), have also
been compared with tree-based models for imbalanced fraud
detection. The findings suggest that the choice of model
involves a balance between detection performance and
computational efficiency [104].

5.4 Hybrid Deep Learning Models for
Enterprise and Systemic Risk

A growing number of studies have combined different deep-
learning architectures or integrated deep learning with
traditional machine-learning methods to improve financial risk
prediction. One study proposed a hybrid Convolutional Neural
Network (CNN) model for bankruptcy prediction and used
Synthetic Minority Over-sampling Technique (SMOTE) to
deal with the imbalance in bankruptcy data [105]. Another
study developed ExHybridNet, which combines CNN, an
attention mechanism, and random forest for corporate financial
risk prediction. The model was tested using data from
companies in China and achieved better accuracy, precision,
and Fl-score than several traditional ML, standalone deep-
learning, and other hybrid models [106]. SHAP was also used
to identify the factors that contributed to the model's
predictions. Hybrid recurrent models have also been applied to
financial risk prediction. A CNN-LSTM-GRU model was
developed as an early warning system, combining CNN for
feature extraction with LSTM and GRU for learning patterns
that develop over time [107].

A broader review of deep learning in financial risk prediction

also highlighted the rapid development of these approaches and
their increasing use across different financial applications [40].
Literature review shows a progression from basic feedforward
ANN models to recurrent networks and, more recently, hybrid
and attention-based models. The main aim of these
developments is to improve the ability of deep-learning models
to capture complex patterns in financial data while also
addressing issues such as class imbalance, prediction accuracy,
and model interpretability. The comparison between traditional
ML and deep-learning approaches is discussed in the next
section, with particular attention to whether the additional
complexity of deep-learning models leads to meaningful
improvements in financial risk prediction.

6. DISCUSSION
6.1 Performance in Loan and Credit Risk
Studies

The selected studies summarized in Table 3 show considerable
variation in credit risk prediction performance across datasets
and modelling approaches. Earlier studies were based largely
on statistical methods and conventional machine-learning
algorithms. Duong et al. [43] reported 73% accuracy using
discriminant analysis for consumer loan data, while Alagic et
al. [79] obtained 84% accuracy with XGBoost and 85% with
Random Forest on two loan-approval datasets. Perera and
Premaratne [80] adopted a stacking ensemble and reported 78%
accuracy, 78% precision, 92% recall, 0.84 F1-score and 0.75
ROC-AUC. These show the shift from individual classifiers to
ensemble methods, although the reported performance varies
with the evaluation measure used.

Class imbalance is another recurring issue in credit-risk
prediction. Abedin et al. [108] combined weighted SMOTE
with ensemble learning and obtained 0.9822 for both G-Mean
and AUC. Mapfumo and Shongwe [109] also that the
performance of the model could improve if imbalance is
addressed. On the German dataset, SMOTE-ENN with MLP
achieved 95.4% accuracy and an Fl-score of 0.928, whereas
the same imbalance-handling strategy combined with Random
Forest produced 82.1% accuracy and an F1-score of 0.789 on
the Taiwanese dataset. The difference suggests that the
effectiveness of a model is closely related to the dataset and the
way the class distribution is handled.

These findings do not show a consistent advantage for deep
learning over conventional machine learning. Thuy et al. [110]
obtained 85.55% accuracy with a Deep Neural Network, but
Random Forest gave more balanced results across the measures
considered, while Gradient Boosting recorded stronger recall.
Dendramis et al. [91] likewise compared an ANN-based
approach with logit models. These findings indicate that
increasing the complexity of a model does not automatically
lead to better credit-risk prediction.

Another issue emerging from the literature is the temporal
nature of financial behaviour. Many studies on credit risk are
based on structured or static data. However, repayment
behaviour develops over time, and some patterns may only
become apparent when successive observations are examined
together. This has led to the use of recurrent architectures such
as LSTM, GRU and BiLSTM to capture temporal
dependencies in repayment and other financial sequences [38],
[98], [99]. These models are particularly relevant when earlier
financial behaviour can provide information about later
repayment outcomes.
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Table 3. Selected Reported Performance Results for Loan and Credit Risk Prediction Studies

Author(s)

Loan / credit-risk
application

Model / approach

Reported result / finding

Duong et al. [43]

Consumer loans,
Vietnam

Two-group discriminant
analysis

72.3% average accuracy in classifying consumer-
loan customers.

Abedin et al. [108]

Small-business credit
risk

Weighted SMOTE +
ensemble learning

G-Mean = 0.9822; AUC = 0.9822. Combining
resampling with ensemble learning improved
performance on the imbalanced data.

Alagic et al. [79]

Loan approval /
credit risk

XGBoost, Random Forest,
Gradient Boosting, KNN
and others

XGBoost = 84% accuracy; Random Forest =
85% accuracy. Results varied across datasets.

Perera & Premaratne
[80]

Loan application
credit risk

Stacking ensemble with
Logistic Regression

Accuracy = 0.78; Precision = 0.78; Recall = 0.92;
F1=0.84; ROC-AUC = 0.75. The ensemble
performed better than the individual models on
key measures.

Zhao et al. [128]

Credit risk with class
imbalance

Resampling techniques with
traditional classifiers and
ensembles

On Lending Club, KNN G-Mean increased from
0.1168 to 0.5715 with SENN, showing the effect
of resampling on minority-class detection.

Souadda et al. [82]

P2P lending:
Lending Club,
Australia and Taiwan

LightGBM, XGBoost, RF
and LR with hyperparameter
optimisation

LightGBM AUC: 70.77% (Lending Club),
93.25% (Australia), 77.85% (Taiwan).
Performance varied across datasets.

Thuy et al. [110]

Student credit
scoring, Vietnam

RF, Gradient Boosting,
SVM and DNN

DNN = 85.55% accuracy. RF gave more
balanced results, while Gradient Boosting
showed stronger recall.

Mapfumo &
Shongwe [109]

German and
Taiwanese credit risk

MLP, CNN, LSTM, GRU
and traditional ML with
SMOTE, ENN and SMOTE-
ENN

German: SMOTE-ENN + MLP = 95.4%
accuracy, F1 =0.928. Taiwan: SMOTE-ENN +
RF = 82.1% accuracy, F1 = 0.789. The study
used primarily static/tabular credit data. For the
LSTM and GRU training, the static/tabular
German credit data were treated as a single-time-
step sequence because they lacked explicit
temporal attributes

Ramachandra &
Vaithiyanathan [111]

Loan default with
distributed financial
data

Federated WGAN +
differential privacy +
CTGAN

95% accuracy, compared with 82% for the non-
federated model and 73% for FLIGAN.

The results in shown in Table 3 vary considerably across
lending environments. Souadda et al. [82] reported LightGBM
AUC values of 70.77% for Lending Club, 93.25% for Australia
and 77.85% for Taiwan. Mapfumo and Shongwe [109]
obtained different results on the German and Taiwanese credit
datasets. For the LSTM and GRU experiments, the German
dataset consisted of static credit records, with each record
representing a borrower through a single set of credit attributes.
Since the dataset had no explicit temporal observations, the
authors presented these attributes to the recurrent models as a
single-time-step input rather than as a sequence of monthly
observations. The study therefore showed that LSTM and GRU
can be applied to static credit-risk data, although temporal
dependencies cannot be captured in this setting.

Recent studies have started to combine recurrent models with
techniques for handling imbalance and generating additional
data. Xie and Huang [99], for example, integrated SMOTE-
ENN, CatBoost-GRU and Bagging, reporting 0.9991 AUC,
98.75% accuracy and 0.9937 F1-score in the main experiment.
Ramachandra and Vaithiyanathan [111] approached data
scarcity and privacy from a different direction by combining a

federated WGAN with differential privacy and CTGAN. Their
framework achieved 95% accuracy, compared with 82% for the
non-federated setup and 73% for FLIGAN.

This analysis show that credit risk performance is strongly
influenced by the nature of the data, the presence of class
imbalance, the pre-processing strategy and the model
architecture. Conventional machine learning methods remain
useful for structured credit data, while recurrent models offer a
way to represent temporal dependencies that may be missed by
static approaches. This progression provides the basis for
investigating a hybrid framework that can model sequential
financial behaviour while also addressing the data limitations
and imbalance found in loan-default prediction.

6.2 Performance in Fraud Detection
Studies

Research on fraud detection shows that fraudulent transactions
usually make up only a small fraction of financial datasets,
making the problem difficult. This imbalance can affect model
performance and makes the choice of classifier and method
used to address it important.

55



)

International Journal of Applied Information Systems (1JAIS) — ISSN : 2249-0868
Foundation of Computer Science FCS, New York, USA
Volume 13— No.5, September 2026 — www.ijais.org

Table 4. Selected Reported Performance Results for Loan and Credit Risk Prediction Studies

Fraud . .
Author(s) application Model / approach Reported result / finding Key issue addressed
Logistic Reeression The four models were evaluated
Varmedjaet  Credit-card g g o after SMOTE-based balancing Class imbalance in
al. [48] fraud Random Forest, Naive and achieved strong classification  conventional ML
: Bayes, MLP + SMOTE &

performance.
LSTM improved fraud detection
for offline transactions by

Jurgovsky et Credit-card LSTM sequence classifier modelling transaction sequences. Sequential transaction

compared with Random

al. [117] Forest

fraud

The study also found that
sequential and static models
detected partly different fraud
cases.

behaviour and historical
cardholder information

Benchaji et Credit-card LSTM + attention +

The LSTM-attention model
achieved approximately 96.7%
accuracy, 98.85% precision and

Long-term transaction
dependencies and class

al. [118] fraud UMAP + SMOTE 91.91% recall on the European imbalance
credit-card dataset.
CNN achieved 83.60% fraud
Xie et al. E-commerce CNN compared with LR, prediction accuracy, compared Class imbalance and cold-
[100] fraud SVM and RF with 80.81% for LR, 70.10% for start problem
SVM and 70.35% for RF.
Auto-insurance Credit-card data: 99.99% Combining deep features
Ming et al. and credit-card CNN + ML classifiers + accuracy, 100% precision, with convfn tior?al
[112] fraud soft voting 99.97% recall, 100% F1 and classifiers
100% AUC.
Chen et al. Credit-card ]s:aEanl\iIn+ liltseel};‘(_”:;ltervise d F1=10.83 at a 1.4%o fraud-rate lsa i\ggeagbgzﬁci’l n(t)”;z; d
[113] fraud | ping P threshold. gmng
earning rates
Ge et al. Imba_tlanced Gated-attention GAN + Fl imp roved_ from 0.770 to 0.875 Minority-class scarcity and
credit-card . after synthetic-record .
[115] classifier . imbalance
fraud augmentation.
Becerra- X(.}BOOSt * Gaussian- . 99.95% accuracy and 99.95% Data scarcity and class
Suarez et al.  Bank fraud noise-generated synthetic .
AUC. imbalance
[116] data
0, 0,
- Transformer + CNN + Accuracy Oof 99.713%, 99.689% Real-time detection and
Fnu et al. Digital payment . and 99.768% across three .
feature selection + computational
[102] fraud . datasets; AUC values exceeded -
blockchain requirements

99.28%.

Varmedja et al. [48] evaluated Logistic Regression, Random
Forest, Naive Bayes and Multilayer Perceptron, using SMOTE
to address the severe class imbalance in the credit-card dataset.
Random Forest achieved the highest accuracy of 99.96%,
followed by Multilayer Perceptron (99.93%), Naive Bayes
(99.23%) and Logistic Regression (97.46%).

The work of Xie et al. [100] compared CNN with Logistic
Regression, SVM and Random Forest and reported 83.60%
fraud prediction accuracy with CNN, compared with 80.81%,
70.10% and 70.35%, respectively. Ming et al. [112] combined
CNN feature extraction with machine learning classifiers and
soft voting, with the combined approach outperforming the
individual classifiers considered in the study. This work further
suggests that combining deep learning features with
conventional classifiers can improve fraud detection compared
with individual models.

To address the ongoing issue of class imbalance in existing
studies, researchers have adopted different approaches to
reduce its effect on model performance. Chen et al. [113] used
intelligent sampling together with self-supervised learning to
reduce the imbalance and the effect of noisy labels. The model
achieved an F1-score of 0.83 at a fraud-rate threshold of 1.4%.
Albalawi and Dardouri [114] used SMOTE to balance the
credit-card data and applied focal loss in the deep-learning
model to improve the detection of difficult fraud cases.
Random Forest recorded 99.95% accuracy, 0.8256 F1-score
and 0.9759 ROC-AUC, while the deep-learning model
achieved the highest precision. Another response to the limited
number of fraud cases has been the use of synthetic data. The
generation of synthetic fraud records by Ge et al. [115] through
a gated-attention GAN increased the F1-score from 0.770 to
0.875, suggesting improved detection of the fraud class.
Becerra-Suarez et al. [116] also generated additional data using
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Gaussian noise and combined them with XGBoost, obtaining
99.95% accuracy and 99.95% AUC. These results demonstrate
the potential of data augmentation, although the effectiveness
of such approaches still needs to be examined using class-
specific measures.

The sequential nature of transaction data has led researchers to
explore recurrent neural networks for fraud detection.
Jurgovsky et al. [117] formulated credit-card fraud detection as
a sequence-classification problem and used LSTM to model
transaction sequences. Their findings showed that the
sequential model and the static approach identified partly
different fraudulent cases, indicating that transaction history
can provide information that may not be captured when
transactions are analysed independently. Benchaji et al. [118]
further developed the recurrent approach by combining LSTM
with attention, UMAP and SMOTE. On the European credit-
card dataset, the model achieved approximately 96.7%
accuracy, 98.85% precision and 91.91% recall. These results
suggest that incorporating transaction history can improve the
representation of fraudulent behaviour, particularly where
suspicious activity becomes apparent through a sequence of
transactions rather than an isolated event.

More recent work has introduced additional concerns beyond
prediction. Fnu et al. [102] combined Transformer and CNN
components with feature selection and blockchain for digital-
payment fraud detection, reporting accuracy values of
99.713%, 99.689% and 99.768% across three datasets. In a
broader comparison involving nine fraud datasets, Yapp and
Yeh [119] found that performance varied across the models and
datasets. Random Forest and XGBoost performed strongly
overall, while a convolutional spiking neural network achieved
higher recall at a fixed false-positive rate.

Therefore, the evidence in Table 4 points to a show a gradual
change in fraud detection research. Conventional machine-
learning models remain useful for transaction level
classification, while recurrent models address sequential
behaviour and transaction history. More recent studies have
added imbalance handling and synthetic data techniques as
researchers seek to improve detection of the relatively small
fraud class. The variation in reported results also shows why
fraud detection cannot be adequately assessed using accuracy
alone. Precision, recall, Fl-score, AUC and false-positive
behaviour provide important additional information about
model performance.

6.3 Key Challenges

Studies on loan default prediction and fraud detection have
reported several challenges that affect the reliability and
practical use of ML and DL models in financial risk
assessment. The major challenges identified from the review
are discussed below and summarized in Table 5.

6.3.1 Interpretability and Explainable Al (XAl)

One major challenge in both machine-learning and deep-
learning applications for financial risk assessment is
understanding how a model arrives at its prediction. This is
particularly important for deep-learning models because their
complex structures can make it difficult to identify how
individual variables influence the final decision. The authors in
[120] reviewed different explainable artificial intelligence
(XAI) methods used in finance and noted that the lack of
transparency in deep-learning models can limit their use in
situations where decisions need to be clearly explained.
Similarly, a review of 138 studies published between 2005 and

2022 found that the use of XAI in finance has increased,
although its application differs across financial tasks [121].

Several studies have therefore incorporated XAl into financial
risk models. It has been combined with deep learning for credit
card default prediction [122], integrated with federated learning
for financial fraud detection , and used alongside ensemble
learning for mobile-money fraud detection [123]. In another
study, SHAP was used to identify the factors contributing to
enterprise financial distress predictions [124]. Ni et al. [125]
used time-series visualisation to help users understand the
temporal patterns influencing Al-based risk decisions. The
issue has also extended to generative artificial intelligence,
where the use of models such as large language models and
generative adversarial networks introduces additional concerns
about transparency and governance [126].

In financial risk assessment, prediction accuracy alone does not
fully address the needs of practice. There is also a need to
understand the reasons behind a model's prediction, particularly
when the decision may affect borrowers, financial institutions,
or regulatory processes. Explainability is therefore an
important consideration when using complex machine-learning
and deep-learning models for financial risk assessment.

6.3.2 Class Imbalance and Data Scarcity

Another recurring challenge observed in the review is the
severe class imbalance that characterises most credit and fraud
datasets, which occurs when loan default or fraudulent cases
make up only a small proportion of the dataset. In loan default
prediction, this means that borrowers who fail to repay their
loans are much fewer than those who repay as expected.
Similarly, in fraud detection, fraudulent transactions usually
represent only a small fraction of all transactions. This
imbalance can make it difficult for a model to correctly identify
these minority cases, as a model may achieve high overall
accuracy while still missing many loan defaults or fraudulent
transactions. A systematic review of ensemble learning for
imbalanced credit scoring found that resampling and ensemble
methods generally improve the detection of minority cases,
although no single combination performed well across all
datasets [127]. A weighted SMOTE-ensemble approach was
proposed by combining weighted oversampling with bagging
to improve the representation of minority cases [108]. Another
comparative study of resampling techniques for credit risk
prediction also showed that the effectiveness of a balancing
method depends on the model and the characteristics of the
dataset [128].

Another challenge that needs to be considered alongside class
imbalance is data scarcity. Data scarcity is a broader problem
in which the amount of available data may be insufficient for
training complex models effectively. This is particularly
important for deep learning, since these models generally
require large amounts of data to learn useful patterns and
produce reliable predictions. Financial data can also be difficult
to obtain because loan and transaction records contain sensitive
information and are usually held by individual financial
institutions. Consequently, researchers have increasingly
explored synthetic data generation as a way of increasing the
amount of training data without relying entirely on additional
real customer records [129]. Generative Adversarial Networks
(GANSs) have received considerable attention for this purpose.
A review of GAN-based data augmentation for credit card
fraud detection identified GANs as an increasingly used
approach for generating additional minority-class records and
addressing the limited availability of fraudulent transactions
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[129], [130], [131]. These show that synthetic data generation
is not only being considered as a way of balancing datasets but
also as a means of producing additional examples of rare
financial events.

Several reviewed studies have reported improvements in the
performance of the developed models after synthetic data were
introduced into financial risk models. A GAN-based approach
for financial-statement fraud detection generated synthetic
fraud-prone samples and reported performance comparable
with supervised models and better than the unsupervised
approaches examined [132]. A gated-attention GAN (GA-
GAN) was used to generate synthetic fraudulent transactions.
When the synthetic records were added to the training data, the
F1-score on one of the evaluated datasets increased from 0.770
to 0.875 [115]. Another study used an embedding-aware
conditional GAN to generate minority-class fraudulent
transactions and reported that the approach was able to produce
stable results even when labelled data were limited [133].

The use of synthetic data has also been extended to loan default
prediction. A federated Wasserstein GAN (WGAN) framework
was proposed to generate synthetic credit-risk data while
keeping the original loan data distributed across institutions.
The framework combined federated learning, differential
privacy, WGAN and CTGAN, and achieved 95% accuracy,
compared with 82% for the non-federated approach and 73%
for the FLIGAN approach [111]. GANs are not the only
approach being explored. Other studies have used methods
such as Variational Autoencoders (VAEs), Gaussian-noise
augmentation and hybrid generative approaches to create
additional financial records. For example, a 2025 study
compared Gaussian-noise augmentation with SMOTE and
ADASYN for bank fraud detection and found that XGBoost
trained with the Gaussian-noise-generated data achieved an
accuracy of 99.95% and an AUC of 99.95% [116]. Similarly, a
recent comparison of synthetic oversampling methods reported
that GAN- and VAE-generated data produced higher precision
and Fl-scores than SMOTE and ADASYN in the evaluated
credit-card fraud experiments [134]. The implication of these
findings is that the choice of synthetic-data generation method
can influence the subsequent performance of the risk model.
The growing use of synthetic data therefore provides a possible
response to both data scarcity and class imbalance in financial
risk assessment.

However, synthetic data should not be considered a
replacement for real financial data. While it can help address
data scarcity, class imbalance, and privacy concerns, its quality
depends on how well the generative model captures the patterns
and relationships in the original data. Poorly generated
synthetic data may introduce bias or unrealistic patterns, which
can affect the reliability of the resulting model [135]. Other
work on synthetic financial data has also highlighted the need
to evaluate both data utility and privacy before synthetic
records are used for financial modelling [136]. Regulatory
work in financial services has similarly identified both the
opportunities and risks of synthetic data, including privacy,
data quality, governance and the possibility of misleading
model results [137].

Therefore, researchers should be cautious when relying on
synthetic data. Where possible and ethically permitted, real
financial data should first be obtained and properly protected,
after which synthetic data generation techniques can be applied
to supplement the dataset and support the research process.
Models developed using synthetic data should be validated and,

where necessary, fine-tuned using real-world data before
deployment. This ensures that the research findings and
predictive models remain relevant to actual financial
conditions.

6.3.3 Data Privacy, Federated Learning, and

Cross-Institution Collaboration

Machine-learning and deep-learning models often require large
amounts of data, but financial institutions cannot freely share
customer records because these data contain sensitive personal
and financial information and are subject to privacy and
regulatory requirements. This creates a situation where
institutions may have useful data for improving risk models but
cannot simply combine their datasets in a central location.
Federated learning has therefore been explored as a way of
allowing institutions to benefit from data held by different
organisations without directly sharing the underlying customer
records [138]. In federated learning, each institution keeps its
data locally and trains the model using its own records. The
trained model information is then shared with a central server,
where the information from the participating institutions is
combined to update a shared model [139]. This allows the
institutions to collaborate while keeping the original customer
data within their respective systems. In credit risk assessment,
this approach can help institutions make use of a wider range
of data while reducing the need to transfer sensitive customer
information [138]. However, federated learning does not
remove all privacy concerns, since information exchanged
during model training can still be exposed to certain attacks if
appropriate protection is not applied [140].

Other privacy-preserving techniques have also been considered
for financial applications. These include secure computation
and homomorphic encryption, which allow computations to be
performed on protected data without requiring the original
information to be directly exposed. Such techniques are
particularly relevant to financial institutions that need to
collaborate across organisations or jurisdictions while meeting
data-protection requirements [141]. Privacy concerns have also
become more important with the increasing use of cloud
computing, fifth-generation (5G) networks, and generative
artificial intelligence in banking. Recent work has therefore
emphasised the need to consider privacy when financial risk
models are designed and deployed, rather than treating it only
as a concern after the model has been developed [142].

6.3.4 Deployment, Latency, and Compliance

Costs

Another challenge is the computational cost of ML and DL
models when they are deployed in real-time financial systems.
Although deep-learning models can provide accurate
predictions, their complexity may result in slower response
times, particularly on devices with limited computing resources
such as point-of-sale terminals and ATMs. A hybrid approach
combining deep learning with a lightweight regression model
was proposed to reduce this problem while maintaining
prediction performance [143]. Another challenge is the high
number of false-positive alerts in anti-money laundering
(AML) systems. Traditional rule-based methods can generate
false-positive alerts and struggle to detect new laundering
patterns. Hybrid ML/DL approaches, including VAE-GNN
models, have been proposed to capture behavioural and
relational patterns and reduce unnecessary alerts [144], [145],
[146]. Reducing false positives can lower the workload and
cost of investigating legitimate transactions.
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Table 5. Challenges in Loan Default Prediction and Fraud Detection and Approaches Reported in the Review

Idenfied Implication for Implication for
Challenge from P P X ML/DL Response Key Attention/Observation
. Loan Default Fraud Detection
the Review
XAl technlque.s such XAI improves the transparency
as SHAP and time- L
series visualisation are of financial risk models by
- Difficulty Difficulty . providing interpretable reasons
Interpretability / .. .. used to explain o
- explaining default explaining fraud L. for predictions. However, the
Explainability . .. predictions from . .
predictions. predictions. underlying complexity of deep-

ML/DL and other
advanced financial
models.”

learning models can still limit
full interpretability.

Class Imbalance

Default cases are
much fewer than

Fraud cases are a
small fraction of

SMOTE, weighted
SMOTE, resampling,
ensemble methods,

These methods improve
minority-class representation, but
their effectiveness depends on

Data Scarcity

non-default cases. transactions. GANES. the dataset and model.
Synthetic data increases the
Limited loan data GANSs, VAEs, available training samples,
Limited fraud Gaussian-noise particularly for loan-default and

for training
complex DL
models.

records, especially
labelled cases.

augmentation, and
hybrid generative
methods.

fraudulent transaction cases, but
the generated data must remain
representative of real financial
data.

Synthetic records

Synthetic records

Validation of
synthetic data;
evaluation of data

Poor synthetic data can introduce

Synthetic Data may not reflect real  may contain bias or S . . bias and unrealistic patterns, so
. .. utility and privacy; .
Quality borrower unrealistic fraud subsequent quality and usefulness must be
behaviour. patterns. seqt . assessed before use.
validation/fine-tuning
with real-world data.
Loan N ecord§ . . Federated learning supports
contain sensitive Transaction records . . .
. o Federated learning, collaboration without
. customer and contain sensitive . ..
Privacy / Data . . . secure computation, centralising records, but does not
. financial information and . L . . .
Sharing . . homomorphic eliminate privacy risks during
information, cannot freely be . S . .
. encryption. model training and information
limiting data shared.
. exchange.
sharing.
Real-time
Deployment / Complex DL . fraud/AML systems . . These approaches aim to
. models may require Lightweight and .
Computational . . may face latency . Reducing cost and latency may
high computational . hybrid DL models.
Cost and computational affect model performance.
resources. .
constraints.
High accuracy does not
Defaults may be N nece;sarlly indicate good '
incorrectly Fraud cases may be Precision, recall, F1- classification performance;
Poor Minority- score, ROC-AUC and  multiple metrics such as

Class Detection

classified despite
high overall

missed despite high
overall accuracy.

confusion matrix
alongside accuracy.

precision, recall, F1-score and
ROC-AUC are therefore needed

accuracy. to provide a more complete
assessment.
XAl techmque§ such XAI improves the transparency
as SHAP and time- L
series visualisation are of financial risk models by
- Difficulty Difficulty . providing interpretable reasons
Interpretability / .. .. used to explain P
e explaining default explaining fraud . for predictions. However, the
Explainability - e predictions from . .
predictions. predictions. underlying complexity of deep-

ML/DL and other
advanced financial
models.”

learning models can still limit
full interpretability.
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6.4 Research Gaps

The review also shows areas that have received limited
attention in the existing literature. These gaps provide a basis
for further research and are discussed below.

6.4.1 Fragmentation Between Credit Risk and

Fraud Detection Research

As noted in the earlier sections, an important gap in the existing
literature is that many reviews treat loan default prediction and
fraud detection as separate research problems. Reviews also
tend to focus on specific techniques or particular areas of
financial risk assessment. For example, some reviews have
focused mainly on credit risk assessment methods [33], while
others have examined statistical credit scoring techniques [34].
These are examples of a broader pattern in the literature, where
credit risk and fraud detection are often discussed separately
and recent ML and DL approaches are not considered within
the same framework. As a result, there is limited research that
examines loan default prediction and fraud detection together
and compares ML and DL across both areas. The evidence on
the strengths and limitations of the two approaches is therefore
spread across different studies. This review addresses this gap
by examining both areas within a common comparative
framework.

6.4.2 Variation in ML/DL Adoption Across

Financial Sectors

The literature also shows uneven adoption of ML and DL
across different areas of financial risk assessment. While
advanced ML and DL methods are now widely studied in areas
such as consumer credit and fraud detection, some other
financial sectors still rely mainly on traditional statistical
techniques. For example, one study on commercial mortgage
default prediction used probit models and linear discriminant
analysis rather than the more recent ML and DL approaches
[114]. This is an example of the wider difference in the
adoption of predictive techniques across financial sectors. It
also raises the question of whether the performance
improvements reported for ML and DL in consumer credit and
fraud detection would also be achieved in areas such as
commercial mortgage lending, where the number of available
cases may be smaller and the value of individual loans is much
higher.

6.4.3 Emerging and Under-Studied Risk

Dimensions

The review points to some areas that have received less
attention in ML and DL based financial risk assessment,
including cybersecurity-related fraud in cloud-based banking,
fraud and cybersecurity risks in digital-only banks, and the
effect of big-data characteristics on credit risk assessment.
Studies have examined cyber risks and fraud in cloud-based
banking systems [56] and fraud and cybersecurity threats in
digital-only banks [57], while another study examined how the
volume, variety, speed, reliability, and value of financial data
can affect credit risk assessment [147]. A review of Al-based
credit scoring also highlighted the need to better understand
which predictive techniques perform reliably under different
data conditions [148]. These studies show that financial risk
assessment is becoming more complex as financial institutions
increasingly adopt digital technologies and the amount and type
of available data continue to change. However, much of the
existing research still focuses on individual risks or specific
datasets. It is therefore difficult to determine whether the
performance of ML and DL models remains consistent across

different types and conditions of financial data. More
comparative research is needed to examine how these models
perform when the risk type, data source, and data
characteristics change.

6.4.4 Distribution and Focus of Financial Risk

Research

A large bibliometric study covering 2,760 FinTech articles
reported a strong increase in FinTech research [149], but did
not identify loan default prediction and fraud detection as a
distinct area that has been jointly examined, suggesting that
these two important financial risks remain largely separated in
the existing research landscape. Bibliometric studies also show
that financial technology research is not evenly distributed
across different risk areas and regions. Some studies have
focused on specific areas such as customer due diligence and
emerging FinTech risks, with particular attention given to
selected countries and regions [66], [150]. A separate
bibliometric analysis of 849 FinTech studies also showed that
research attention is uneven across regions and topics, with
areas such as regional differences, gender disparities, and green
finance receiving comparatively less attention [151]. Although
the study focused on FinTech adoption rather than financial risk
prediction, its findings indicate that FinTech research is not
evenly distributed across different regions and application
areas. These studies indicate that FinTech research is growing,
but remains divided across different topics, regions, and
research areas. This supports the need to give greater attention
to financial risk assessment research in less-represented
regions.

This issue is particularly relevant to Africa, where financial
institutions are rapidly adopting digital technologies while
facing growing fraud and credit-risk challenges [152], [153],
[154]. A systematic review of financial crime research in Africa
found that financial crimes are increasing across the continent,
including credit-card fraud, cybercrime, mobile-money fraud,
financial-statement fraud, and other forms of financial crime
[155]. Evidence from Nigerian banks has also shown that
digital-payment fraud has a significant effect on bank fragility
[156]. Credit risk remains an important concern as well. A
study covering 493 banks across 31 Sub-Saharan African
countries examined the factors associated with non-performing
loans, while another study of African commercial banks found
that periods of higher economic-policy uncertainty were
associated with increases in non-performing loans [24], [153],
[157].

Despite these challenges, much of the ML and DL literature on
financial risk assessment is based on datasets and financial
systems outside Africa. This creates a need for greater attention
to African financial data and institutions. In particular, it
remains important to determine whether ML and DL models
developed and tested in other regions perform similarly when
applied to African loan default and fraud detection data, where
differences in financial systems, data availability, customer
behaviour, and institutional practices may affect model
performance.

7. CONCLUSION

This review examined how machine learning and deep learning
techniques are being used in financial risk assessment, with
particular attention to loan default prediction and fraud
detection. Loan default and fraud are among the most common
financial risks faced by financial institutions, as they can result
in financial losses, affect institutional stability, and reduce
customer confidence. Using a structured PRISMA-informed
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process, the review covered 109 studies and traced the shift
from traditional risk assessment methods to the increasing use
of ML and DL techniques.

Among the machine learning techniques reviewed, Random
Forest, XGBoost, Gradient Boosting, LightGBM, and other
ensemble methods generally showed strong performance,
particularly when applied to structured financial data. Deep
learning techniques, such as ANN, CNN, LSTM, GRU,
BiLSTM, attention-based networks, and hybrid models, have
shown immense ability to capture complex patterns in financial
data. Recurrent architectures such as LSTM, GRU, and
BiLSTM, as well as hybrid CNN models, showed particular
benefits when the risk information was sequential or temporal
in nature, such as changes in repayment behaviour over time or
patterns across transaction sequences in fraud detection.
However, the findings show that the effectiveness of deep
learning varies across datasets and financial risk applications,
rather than being consistently superior across all cases. Some
studies also reported improved results when ML and DL
techniques were combined at different stages of the risk
assessment process. For example, deep learning can be used to
learn complex features or patterns from the data, while machine
learning techniques can subsequently be applied for
classification or prediction. These suggest that the choice of
approach should be guided by the nature of the data, the
financial risk being assessed, the evaluation metric, and the way
the data are prepared and balanced.

The review also identified several challenges that continue to
affect the application of ML and DL in financial risk
assessment. These include class imbalance, limited financial
data, model interpretability, privacy, computational
requirements, and real-time deployment costs. Techniques such
as resampling, ensemble learning, explainable Al, federated
learning, and synthetic data generation have been used to
address these challenges. Synthetic data are particularly useful
when financial datasets are limited or highly imbalanced.
However, synthetic data should not be treated as a replacement
for real financial data. It is better viewed as a means of
supplementing available data and supporting the research
process, while models developed with synthetic data should
ultimately be evaluated and, where necessary, fine-tuned using
real financial data before deployment. The review further
shows that explainability is becoming increasingly important in
financial risk assessment. Although complex ML and DL
models may provide strong predictive performance, financial
institutions also need to understand the factors responsible for
a prediction, particularly when the outcome affects lending
decisions, fraud investigations, or regulatory processes. The
growing use of techniques such as SHAP therefore provides a
means of improving the understanding of model predictions
and addressing some of the concerns associated with complex
models.

A major observation from the review is that loan default
prediction and fraud detection have largely developed as
separate areas of research, despite both being major sources of
financial risk for financial institutions. This separation makes it
difficult to obtain a broader understanding of how ML and DL
techniques perform across the two risk areas. The review also
found that much of the existing research is based on financial
datasets from outside Africa, with comparatively limited
attention given to African financial institutions and their data.
This is important because differences in financial systems,
customer behaviour, data availability, lending practices, and
fraud patterns may influence model performance. There is

therefore a need for further empirical studies using real
financial datasets, particularly from under-represented regions
such as Africa, to compare different ML and DL techniques for
both loan default prediction and fraud detection. Such studies
would provide stronger evidence on which approaches are most
suitable for different financial risk assessment situations and
help bridge the gap between research findings and their
practical application in financial institutions.
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