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ABSTRACT

The quality of the biometric feature obtained after biometric
image extraction and preprocessing improves classifier
accuracy and determines the degree and standard of user
authentication, to a large extent. Preprocessing is the process of
preparing the input images (face or fingerprints) to be ready for
the next step of the authentication system, in order to produce a
good enough quality of output face or fingerprint image. In this
paper, we present an efficient face and finger print image
preprocessing using Enhanced Extracted Face (EEF) method
and Plainarized Region of Interest (PROI) method respectively.
The aim is to reduce one or more of the following —False accept
rate (FAR), False reject rate (FRR), Failure to enroll rate (FTE)
and increase accuracy and recognition speed.
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1. INTRODUCTION

Biometrics is a field of science that uses computer technology
to identify people based on their physical or behavioral
characteristics, such as fingerprints or face biometrics.
"Biometric" comes from the Greek words "bio" (life) and
"metric" (to measure)."Bio" in the name refers to the
physiological traits that are measured, while "metrics™ refers to
the quantitative analysis that provides a positive identification
of a wunique individual. Even though, the biometric
identification systems out-perform peer technologies, there is
not one single biometric technology that would be ideal for all
applications. Each technology has its own benefits and
weaknesses in terms of accuracy, cost, ease of use,
intrusiveness, ease of deployment. Hence, the unimodal
biometric systems have to contend with a variety of problems,
namely, false rejection, noisy data, intra-class variations,
restricted degrees of freedom, non-universality and spoof
attacks. To overcome these difficulties multi-biometric systems
are used [10], [41], [24]. Many of these limitations can be
addressed by deploying multi-modal biometric systems that
integrate the evidences presented by multiple sources of
information[15], [26], [41], [43], [48].

This paper is arranged in 5 sections. First section deals with
related work, second section deals with fingerprint image
capture and preprocessing using Plainarized Region of Interest
(PROI) method, third section deals with face image capture and
processing using Enhanced Extracted Face (EEF) method while
the fourth section deals with the evaluation of other methods
with the proposed method.
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2. RELATED WORK

Muhammad Imran Razzak et al (2010), in their work,
“Multimodal face and finger veins biometric Authentication”
used client specific linear discriminant analysis (CSLDA)
which is a conventional Linear Discriminant Analysis [LDA]
representation that involved multiple shared faces and used
Gabor filter to enhance the finger vein image and then thinning
operation is performed to obtain the skeleton for feature
extraction [24]. For recognition purpose, they used the nearest
cosine classifier. Their system is very efficient in reducing the
FAR to 0.05 and increasing GAR to 91.4; however, the GAR
and FAR can be further optimized by applying class to client
approach on finger veins.

Yan Y. and Zang Y. (2011) have proposed a correlation Filter
bank based fusion for multimodal biometric system [48]. They
used this approach for Face and Palmprint biometrics. In
Correlation Filter Bank, the unconstrained correlation filter
trained for a specific modality is designed by optimizing the
overall original correlation outputs. Therefore, the differences
between Face and Palmprint modalities have been taken into
account and useful information in various modalities is fully
exploited. PCA was used to reduce the dimensionality of
feature set and then the designed correlation filter bank (CFB)
was used for fusion. The recognition rates achieved are in the
range 0.9765 to 0.9964 with the proposed method. In July -
2012 Shubhangi D. C. et al, in their work, “Artificial Multi-
Biometric Approaches to Face and Fingerprint Biometrics”
implemented feature extraction using principle component
analysis and recognition using the feed forward back
propagation neural network [39].

Tran Binh Long and Le Hoang Thai (2012), designed a
multimodal [involving fingerprint and face] and a multi-
algorithmic system. They used the following algorithms:
Zernike moment (ZM), Pseudo Zernike Moment (PZM), Polar
Cosine Transform (PCT) to extract both face and fingerprint
features [43]. Nayak P.K. and Narayan D. (2013) in their work
“Multimodal Biometric Face and Fingerprint Recognition
Using Adaptive Principal Component Analysis and Multilayer
Perception” proposed an efficient Face and fingerprint
recognition algorithm combining ridge based and Eigen face
approach for parallel execution [25]. They aimed at reducing
one or more of the following —False accept rate (FAR) False
reject rate (FRR) Failure to enroll rate (FTE). Prasad K.N. et al
(2013) proposed a model for authentication in multimodal
biometrics called Context-Sensitive Exponent Associative
Memory Model (CSEAM) [29]. The system is developed in
different stages ranging from the acquisition of biometric
patterns of face and fingerprint, preprocessing, feature
extraction as vectors and representation of the features in matrix
form. After acquiring the features, the keys are generated by
applying the SVD factorization. Then, the generated keys are
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transformed to the proposed model Context-Sensitive Exponent
Associative Memory Model (CSEAM) for registration to
represent as Associative Memory.

3. FINGERPRINT IMAGE CAPTURE
AND PREPROCESSING

3.1 Image Acquisition

The performance of fingerprint recognition relies heavily on the
quality of the input fingerprint image. However, in practice, due
to skin conditions (e.g., wet or dry), sensor noise, incorrect
finger pressure, and inherently low-quality fingerprints, a
significant percentage of fingerprint images contain a lot of
noise.
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Fig 1: Fingerprint Image Capture and Processing Using
Plainarized Region of Interest (PROI) Method

3.2 Preprocessing

Most techniques used in the preprocessing stage are developed
by other researchers but they were structured as a new
combination in this work through various tests. Preprocessing
comprises of the following steps as seen in figure 1:
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3.2.1 Enhancement

Fingerprint image enhancement is done to prepare the image to
be better to ease further operations. Since the fingerprint images
acquired from camera or other sensors are not guaranteed with
great quality, thus image enhancement need to be carried out. In
this work, enhancement is done using Histogram Equalization
and Fourier Transform.

3.2.1.1 Histogram Equalization

Histogram equalization defines a mapping of gray levels p into
gray levels q such that the distribution of gray levels q is
uniform. This expands the contrast for most of the image pixels
and this transformation improves the detectability of many
image features. It basically reassigns the brightness value of
each pixel based on the image histogram. The probability
density function of a pixel intensity level r, is given by:

ny
P.(r) = Y

where: 0<r1, <1, k=0,1,2...255, ny is the number of pixels at
intensity level r,and n is the total number of pixels. The
histogram is derived by plotting P,(ry) versus ry. a new intensity
s, of level k is defined as:

k k
“N0_N'p
S= 0 7= 2 Pe(e)
j=0 j=0

3.2.1.2 Enhancement Through Fourier Transform
In this enhancement, the image is divided into small processing
blocks of 32 by 32 pixels and then we perform the Fourier
Transform on each block according to:

M-1N-1

F(u,v) = Z Z f(x,y) X exp {—jZl‘[ x (§+ %)}

x=0 y=0

foru=0,1,2,...,31,and forv=0,1,2,...,31.

In order to enhance each block by its dominant frequencies,
each block after FFT will be multiplied with its magnitude a set
of times where magnitude can be given as:

ABS(F(u,v)) = |F(u,v)|
The enhanced block will be based on:
g(x,y) = F 1 {F(u,v) x |F(u,v)¥|}

where F~1 {F(u,v)} is given by

M-1N-1

F(x,y) = % XZ;}}Z‘)F(u,v) X exp {iZn x (% + vﬁy)}

forx=0,1,2,...... 31,and y=0,1,2,...... 31.

The k in the formulae is a constant which is determined
experimentally. Here, we will choose the k value=0.45 by some
experiments over fingerprint. Suppose if we have a higher ‘k’
then the appearance of the ridges will be improved and it will
fill up the small holes in the ridges but if we have a higher ‘k’,
then it can result into false joining of ridges. Hence termination
minutiae might become bifurcation minutiae.

3.2.2 Binarization

Fingerprint image binarization is the conversion of a 8-bit gray
image to a 1-bit binarized image where 0-value holds for ridges
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and 1-value for furrows. After the binarization operation, ridges
are highlighted with black color and furrows are highlighted
with white color. Here, we will use a locally adaptive
binarization method called as adaptive thresholding to binarize
the fingerprint image. In this method we transform the gray
level to O if it is below threshold value and to 1 if it is above
threshold value. The threshold value is the mean taken from the
gray level of the current block (32*32) to which the pixel
belongs. This is implemented using the following equation:
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where Py, = mean of region (m x )" sub-image of size (A x B)
and G (i,j) = original image.

The pixel wise binarized image is given by

1if Iold(n1 ) nz) > Umn
Tnew (01, 12) { 0 otherwise
3.2.3 Denoising
This is a noise removal operation which has no effect on the
fingerprint pattern. Image Noise is usually an unwanted random
variation observed in the brightness or the color information of
an image. Noise could be introduced into an image through
unwanted variation in brightness or colour, input devices such
as scanner, digital camera, sensor and circuitry, high exposure
of the camera lens. Noise causes a wrong conclusion in the
identification of images in authentication and also in pattern
recognition process. The noise should be removed prior to
performing image analysis processes.

Wiener Filtering Noise Reduction

We propose using a pixel-wise adaptive Wiener method for
noise reduction. The filter is based on local statistics estimated
from a local neighborhood of size 4x4 of each pixel, and is
given by the following equation:

o2-v?

w(ng,ny)=p+ (I(n1,n2) — p)

where V2 is the noise variance, p and o? are the local mean and
variance and I represents the gray-level intensity in n;,n, € 1,

o2

3.2.4 Thinning

Thinning is the process of eliminating redundant pixels and
reducing binary objects or shapes to a single pixel thick. This is
done to thin the ridges so that each is one pixel thick. Thinning
ensures that the fingerprint image should be a single pixel as
possible without any discontinuity. It also ensures that the lines
of output fingerprint image is returned to its center pixel as
possible and eliminates all redundancies and unwanted pixels.

3.3 Minutiae Extraction

In order to find the location of the terminations and
bifurcations, we move a 4x4 window over the fingerprint
image. If the central pixel value is 1 and has only one 1-value
neighbour, then the central pixel is a termination. If the central
pixel value is 1 and it has three 1-value neighbours, then the
central pixel is a bifurcation. If the central pixel value is 1 and it
has two 1-value neighbours, then the central pixel is just a usual
pixel (neither a termination nor a bifurcation). Different
minutiae could be obtained such as:

Matched minutiae: A minutiae detected by the algorithm
which can match with the ground truth minutiae with
reasonable accuracy.
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Missed minutiae/ Dropped minutiae: Minutiae that were not
found within the tolerance distance or in the neighborhood of
the true minutiae.

Spurious minutiae/ False Minutiae: Minutiae that were found
in the region not containing true.

minutiae, i.e., the minutiae were created during enhancement,
binarization, or feature extraction.

Flipped minutiae/ Exhanged Minutiae: Detected minutiae
type is different from the true minutiae type in the same image
region.

3.4 Post Processing
This is done in two ways:

i) Spurious minutiae removal

We actually do not need all the minutiae that we have extracted.
So we remove the minutiae that are very close to each other.
These are called spurious minutiae and in order to remove them
we fix a distance D (say 5). If the distance between a
termination and a bifurcation is smaller than D, we remove this
minutiae. If the distance between two bifurcations is smaller
than D, we remove this minutiae. If the distance between two
terminations is smaller than D, we remove this minutiae.

ii) Segmentation (Region of Interest (ROI)):

Minutiae present at the edges of the images are not actually real
minutiae. This is because the fingerprint image obtained is
constrained on all the four sides which abruptly cut the ridges,
thus appearing to a termination. So we determine a ROIl, by
closing and eroding the image obtained from the previous step,
and consider only those minutiae which are present in ROI.
Once this is done, the feature of the fingerprint is successfully
extracted and the position of minutiae is saved as a template.

4. FACE CAPTURE AND
PREPROCESSING USING
ENHANCED EXTRACTED FACE
METHOD

Feature Extraction is achieved with the help of an Enhanced
Extracted Face (EEF) method in order to detect face in the
image (as shown in figure 2). This method is useful for
extracting image components that are useful in the
representation and description of region shape, such as
boundaries, skeletons, and the convex hull, etc. The Enhanced
Extracted Face Method is a morphological shape detector that
can be used to look for particular patterns of foreground and
background pixels on an image. The preprocessing activity
includes:

4.1 Image Enhancement

Image enhancement in EEF method involves:

i) Gray scale image conversion to binary to make feature
extraction simpler.

ii) Morphological dilation: This means gradually enlarging
the boundaries of regions of foreground.

iii) Thinning: Thinning makes the extracted features invariant
and it involves the reduction of binary objects or shapes to
strokes that are single pixel wide.

iv) Edge detection: This involves obtaining the desired shape
and edge using MATLAB.
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v) Binarization: In binary image, value ‘0’ represents black
pixel and ‘1’ represents white pixel.
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4.2 Image Resizing

Face images obtained during face image acquisition could be of
various sizes. Therefore, image resizing has to do with bringing
the face image obtained to a standard size. This will help to
minimize spurious minutiae and noise.

4.3 Region of Interest (ROI) Detection
ROI is found by locating upper highest white pixel, left most
and right most white pixel.

4.4 Feature Extraction

This is done using Gabor filters. The main advantage of Gabor
wavelets is that they allow analysis of signals at different scales,
or resolution, and further they accommodate frequency and
position simultaneously. The Gabor wavelet is essentially a
sinewave modulated by a Gaussian envelop. The 2-D Gabor
filter kernel is defined as follows:

f(x,y,0,,2) =
1 (R? | R} , 2Ry
exp [— 2 {g+ U—§}] exp {l n } 1)
Where
Ry = xcosOy + ysinf, and R, = —xsiny, o, and o,

are the standard deviations of the Gaussian envelope along the

x and y dimensions, Aand 6, are the wavelength and

orientation of sinusoidal plane wave, respectively. The spread

of the Gaussian envelop is defined in terms of the wavelength A.
0y is defined by

n(k-1)

0 = —,

n

k=12, ..n

where n denotes the number of orientations that are taken into
account.

For example, when n=2, two values of orientation
0y are used: 0° and 90°.

A Gabor filter response is achieved by convolving a filter
kernel given by (1) with the image. The response of the filter
for sampling point (X,y) is given by:

906y, 0,0 = ING SN Gty +v) f(w,v, 04, 4)
@

Where I (x,y) denotes a N x N grayscale image.

In this work two different orientations and two different
wavelengths are utilized. Therefore, different facial features are
selected, depending on the response of each filter. In frontal or
near frontal face image the eyes and mouth are orientated
horizontally, while the nose constitutes vertical orientation.
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Fig 2: Enhanced Extracted Face (EEF) method

5. EVALUATION

The Cascaded Link Feed Forward Neural Network (CLFFNN)
is a classifier that comprises of the Plainarized Region of
Interest (PROI) method and Enhanced Extracted Face (EEF)
method for fingerprint and face detections respectively. The
proposed method is compared with Adaptive Principal
Component Analysis (APCA) and Multilayer Perceptron (MLP)
methods as seen in figure 3; and our method is seen to have a
better recognition performance.

ol

0@ =0

80850
Performance Comparison of MLP , APCA and CLFFNN

~—MLP
100} + e 4| ——arca
— CLFFNN

2 o
2 3

5 10 15 20 2 30
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Fig 3: Performance comparison of MLP, APCA and -
CLFFNN where x axis shows the No. of Subjects and y axis
the Percentage of Recognition

6. CONCLUSION

Multi-biometrics is a new and exciting area of information
science research for accurate and reliable personal
authentication. A good combination of multiple biometric traits
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can be used to overcome the limitations in unimodal biometrics.
The quality of the biometric feature obtained after biometric
image extraction and preprocessing, to a large extent, improves
classifier accuracy and determines the degree and standard of
user authentication. This paper has presented an efficient pre-
processing methods, with various stages, for face and
fingerprints which will help to reduce False accept rate (FAR),
False reject rate (FRR), Failure to enroll rate (FTE) and increase
accuracy and recognition speed.
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